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UNITED STATES GOVERNMENT 

Memorandum 


b6 

b7C 


DATE: 


I 

SUBJECT: "^ECUR^TELEPHONE SYSTEM 

Referral/Direct 


Assoc. Dir._ 

De*]). AD Adffl. 
Dap. AD Inv. 
Asst. Dir.: 

Admin._ 

Comp. Syst, _ 
Ext. A(^irsiu 
Filos fiOju^ 

Gan. InvJ_ 

Idenl._ 

Inspection_ 

Intoll. _ 

Loborotory_ 

' Rlon, 8< Eval. 

Spoc. Inv._ 

Training_ 

Lagal Coun._ 

Telaphone Rm. 



Since the Intelligence Division is scheduled to 
■move into the J. Edgar Hoover FBI Building on October 15, 
next, it has been necessary to recjuest the Chesapeake and 
Potomac (C6 eP) Telephone Company to move the wideband circuit 
for this system to the nesf building at that time. The 
existing circuit was provided as a special assembly prior 
to the time that C&P provided wideband 50 kilohertz circuits 
as a tariff item and pridr to the Government providing 
specification for this type service* Therefore, C&P will 
insist upon discontinuing this special assembly at the time 
of the move to the J. Edgar Hoover Building, to be replaced 
by the current tariffed 50 kilohertz wideband service 
designated G-1 carrier. The G-1 service will be of signifi*- 
cantly higher quality and will provide more reliable service 
using up-to-date technology; however, it will cost $139.50 

I—-7 

1 - Attn: I I (sent direcrT 

1 - Mr. Walsh, Attn: I I (s ent direct) 

1 ^ Mr. Walsh, Attn: ) J (sent difge®*)-“«=■ “—« 

1 - Mr. Wannall, Attn :"! [sent direct) 

1 - Mr, White, Attn: [ |( sent 1974 
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Memorandxim t j ~\ 

Re: Secure Telephone System 


per month as opposed to $48.50 per month previously paid 

for the special assembly which was billed under circuit 
number 18-GW-66. 


REGOMMENDATTON :- 

That the Bureau authorize the additional 
expenditure to install a G-1 carrier circuit between the 
J. Edgar Hoover FBI Building and Naval Security Station, 
3801 Nebraska Avenue, Northwest, Washington, p. C. 
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Assoc. Dir._ 

Dep, AD Adm. 
Dep. AD Iny. 
Asst. Dir.; 

Admin._ 

Comp. 5yst. _ 
Ext. Affairs _ 
Files & Com. 

Gen. Inv,_ 

Ident._ 

Inspection_ 

Intell. _ 

Laboratory_ 

Plan. & Eval. 

Spec. Inv._ 

Training_ 

Logoi Coun._ 

Tolephono Rm. 
Director Sec‘y . 
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CODE 


j iji . / 


HITEL 


TO SAC Sm i^JTOHIO. (6.';-*546) 


11/21/74 

1 - Mr. Walsh 
1 “ Mr. White 
yi- Mr. R.A. Miller 
7?fe'^*y^Mr. Breidenfeld 


^ fifCT-Tf / w 14 - Mr. R.A. Mills 

FROM DIRECTOR VBX " Breidenfe: 

REQUEST FOR SECURITY SURVEY ^ 

SAl'7 AlITORIO DIVISION A17D 
AUSTIN 3RA 

REURLET 11/5/74. 

REURTEL 11/20/74 REQUESTING L?.BORATORY PERSONNEL TO 
CONDUCT SECURITY SURVEY OP SAN ANTONIO OFFICE AND 
AUSTIN RA ??HBRE A SENSITIVE SECURITY II7VESTIG?iTION IS BEING 

CONDUCTED A17D A NElf TELEPHONE SYSTEM HAS BEEN INSTALLED. b6 

- b7< 

SAS LEO A. SUTER Ai7D JERRY 

BREIDENFELD WILL ARRIVE SAN ANTONIO VIA BRATJirr PLIGHT (rl5 

6:41 P.M* 11/25/74 WITH EQUIPMENT FOR REQUESTED SURVEY 

T7HICH WILL TAKE APPRO}[II-5A.TELY TT"?0 DAYS# APPROPRIA-TE 

TECHNICAL PERSONNEL SHOULD BE AVAILABLE TO JiSSIST WITH 

EEpER^l,' gCSSKlf e? 

THIS SURVEY. CirPTro^r 


PV211974 ^ 

rxsP 

TEOgrypp . 

surv^v^ past has conducted security 

rveys for field divisions when requested. -The field does 
not have access to or the expertise to use specialized 
quipment needed to conduct a comprehensive security survev 




■^12 m 


_ MAIL ROOM CZl TELETYPE UNIT 






j ij* 


fEDEWL BttREAU, OF INVESTlGATiO:^ 
COMMUNICATIONS SECTION 


fim 


N0V19W74 

MAH 

XELEOf^ 


'/I 


NB‘-005Sa code 

6:13PM KITEU N^t®ER 15, 1574 
TO: DIRECTOR 

FROM Si^N ANTONIO (6S-54S) 

ATTN: FBI laboratory, RADIO ENGINEERING SECTION 

Security surveyt^san antonio division. 



Ass<kl liix- 
Dep.-AJD.-Adm— 
Dep.*A.D.-Inv. 
Asst. Dir.: 

Admin. .— 

Comp. Sy£t, —- 
Ext. Aff'Mri; 
Pile? & Com. — 

Gen. Inv,- 

Went- 


Inspecti >n _ 

EvaL 

Sp-BC. Inv. __ 

Tr.'iiTiing _ 



Legiil Coun. _ 

Telephone Rio, 
Director Sec’y . 


AS THE BUREAU IS AWARE, A HIGHLY SENSITIVE SECURITY INVESTIGA¬ 
TION IS CURRENTLY BEING CONDUCTED BY THE SAN ANTONIO DIVISION IN 
THE ESPIONAGE FIELD, 

THE ASSISTANCE OF FBI LABORATORY PERSONNEL IS REQUESTED TO 
CONDUCT ROUTINE SECURITY SURVEY OF THE SAN ANTONIO HEADQUARTERS 
CITY SPACE AND THE AUSTIN RESIDENT AGENCY. THIS SURVEY WILL 
INCLUDE A RADIO FREQUENCY SEARCH AND AN ANALYSIS OF THE HEW TELE¬ 
PHONE SYSTEM IN headquarters CITY, WHICH INCLUDES ONE TEN BUTTON 
KEY SET, ELEVEN SIX BUTTON KEY SETS, TWO TWO LINE SETS, AND TwENIY- 
NINE SINGLE LINE INSTRUMENTS. ’ V 

LABORATORY ASSISTANCE IS BEING REQUESTED INASMUCH AS THE 
EQUIPMENT USED IN THE RADIO FREQUENCY SURVEY IS A COMPLICATED 
RADIO RECEIVER REQUIRING SPECIALIZED TRAINING FOR THE OPERATION 
THEREOF, 
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END. 

BEH FBIHQ ACK FOR FIVE TELS 
AND CLR .'/T' 

<rjs3 ‘ 
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1 - Mr. White 
1 - Mr, Stevens 
1 - Mr, Parsons 


Assistant Attorney General for Administration 
Attention: Mr. Oran H. Waterman 

DirectonLFBI / a 

REC-5f - / 0 

Seeurify Survey of Eoom 404 of the 
Federal Triangle Building 


December 10, 1974 


In keepinlvd-th your request of December 2, 1974, 
Special Agents of the FBI completed a security survey of 
Room 404 of the Federal Triangle Building, This survey 
included a physical check of the space, a check of the one 
telephone and a check for illicit radio radiation. 

No evidence of eavesdropping tos detected at 
the time of this survey. 


Assoc. Dir._ 

Dep. AD Adtn._ 

Dep. AD Inv._ 

Asst. ‘Dir.; 

Admin._ 

Comp. Syst._ 

Ext. Affairs_ 

Files & Com._ 

Gcti, )nv.__ 

Ident,_ 

inspection — 

Intel I. _ 

Laboratory_ 

Plon. & Eval._ 

Spec. Inv. ■ 

Training_ 

Legal Coun._ 

Telepbone Rm. _ 
Dir^fitiSrSoe'y _ 


V- 0 JL 


JBPrjfiW, , 
|gfii fc:i ti'i 
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UNITED STATES GOVERNMENT 

Memorandum 

Clarence M. Kelley, Director 
Federal Bureau of Investigation 


DEPARTMENT OF JUSTICE 


date: 


6£( e m 


FROM 


, Pommerening 
^tant Attorney General 
or Administration 




subject: Detection of Surreptitious Listening Devices 

So £ jye y;^ 

This is to request tha-t FBI personnel conduct an inspec¬ 
tion for the detection^surreptitious listening devices for 
the Interdepartmental Committee on Internal Security, Internal 
Security Section, Criminal Division, Room 401' of the Federal 
Triangle Building. The subject inspection would require a 
visual check and electronic sweep of Conference Roo m 404 of 
the Federal Triangle Building. Highly sensitive classified 
material is openly discussed in this room and we feel this 
precautionary measure is warranted. ^ 

I Oran H. Waterman, Director, De partment Security Staff, 

I Office of Management and Finance or | 
f may be contacted for further information. 

n am u mmt ^ A> 


i u F 

l'W\ 
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UNITED STATES GOVERNMENT 

Memorandum 




FROM : 


SUBJECT: 


Mr. White/? 


R, A. Mille 



DATE: 1/8/75 




o 

SECURITY SURVEY-Sa. 

suite” of offices of 

WITNESS SECURITY UNIT, 
U. S. MARSHALS SERVICE 


Assoc. Dir. _ 

Dep. AD Adm. _ 

Dep. AD Inv._ 

Asst. Dir.: 

Admin.__ 

Comp. Syst._ 

Ext. Affairs_ 

Files & Com._ 

Gen. Inv. 

Ident._ 

Inspe^f^n — 

Pfonr&”EvoL _ 
Spoc. Inv. 
Training 

Legal Coun._ 

Telephone Rm._ 

Director Soe*y_ 


Pursuant to a request by Wayne B. Colburn, Director, 

U. S, Marshals Service, a security survey was completed of the 
suite of Witness' Security Unit, U, S. Marshals Service, 701 West 
Broad Street, Room 401, Falls Church, Virginia., on 1/6/75. 

This survey included both electronic and physical searches 
of the telephones in place at that time. A physical search for 
microphones was limited to the most likely places a listening device 
could be hidden without defacing walls, ceiling and furniture- 
electronic search for microphones was also conducted. 

No evidence of eavesdropping devices or tampering 
observed during this survey. 

Attached is a suggested letter to Mr, Wayne B. Colburn, 
Director, U. S. Marshals Service which advises of the results of this 
survey, j 

■ RECOMMENDATION: 
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TO 


FROM 


\gf 


optional form NOV 10 

MAY 1FA2 EOITION 
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STATES GOVERNMENT 

Memorandum 


SUBJECT: 


Mr. White 


R. A. Miller 







DATE: December l9', 1974 


(eC:? 

SECURITY SURVEY-^ 

U. S. 

U. S. MARSHALS SERVICE 
WITNESS SECURITY UNIT 
701 W. BROAD STREET 
ROOM 40T 

PALLS CHURCH, VIRGINIA 


Assoc. Dir._ 

Dcp. AO Adtn. 
Dep, AD Inv, . 
Asst. Dir.; 
Admin._ 


Comp. S/st._ 

Ext, Affairs -- 

Files 6i Com._ 

Con. Inv, . 

Ident. , 



Plan. & Evol. 
Spec. Inv. . 
Troining . 

Legal Coun._ 

Telephone Rm. 
D Iroctor Sec’, . 


By letter dated 12/13/74, Mr. Wayne B. Colburn, Director 
United States Marshals Service, requested that a security survey 
be conducted in the offices of the Witness Security Unit. 


The Laboratory has performed similar services before to / 
other U. S. government organizations. If approved,, a mutually--H. / 
agreeable time will be arranged for this survey by the Laboratory. / 

recommendation ; 


That the security survey requested by U. S. 
Director Wayne B. Colburn be approved. 


Marshals Service 
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UNITED STATES GOVERNMENT 

Memorandum 


TO : 

FROM : 

SUBJECT: 


Mr. Whi 



DATE: 2/12/75 


R. A. Miller 

o 

SECURITY SURVEY 

TEMPORARY QUARTERS OF ATTORNEY GENERA' 
EDWARD H. LEVI 
U. S. DEPARTMENT OF JUSTICE 




D Adm. 


Comp. S/£t._ 

Ext. Afloirs ■ - — 

Filos & Com._ 

Gen. Inv. ____ 

Idcnt. _ j _ 

Inspection _ 

lntellj> < a/ 

Lob^ 

Ploi^A 

Spoc. inv._ 

Training - 

Logoi Conn. 

Telephone Rm._ 

Director See'y —- - ' 





Pursuant to a request by Special Agent James Ryan, FBI, who is in charge 
of a special detail assigned to the Attorney General, a security survey was completed 
on 2/11/75, of Rooms 668 and 669, Mayflower Hotel, 1127 Connecticut Avenue, N-W., 
Washington, D, C. 


This survey included a physical search of the telephones in service at that 
time and an electronic sweep of this space. The physical search for microphones 
was limited to the most likely places a listening device could be hidden without defacing 
walls, ceilings, and furniture, 

The Merad 7312 receiver was used to observe frequencies from 10-500 MHz. 
A Mason A-3 was also used to observe frequencies between 2 kHz and 1600 MHz. 

No indication of clandestine radio signals originating in the area was 
observed and no evidence of eavesdropping devices or telephone equipment tampering 
was observed at the time of this survey. 


Special Agent James Ryan on the completion of the security survey was 
advised of the above. ^ 

V 

RECOMMENDATION: 


None, for information. 


1 - Mr. Callahan 
1 - Mr. White 
1 - Mr. Miller 
1 - Mr, Stevens 
1 - Mr. Davis 
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UNITED STATES GOVERNMENT 

Memorandum ^ 

TO : 

Mr. 

FROM : 

R. A. 

SUBJECT: 

SECURITY SURVEY OF STATE 


KLL INFORllS^IION COHTMFED 

HEREIN IS MCLUSSIFIED 

DME 04^.1 g-.2011 If 60324 uc bsM/sab/lsg 


DATE: 


3/13/75 







OFFICE, STATE HOUSE, SPRINGFIELD, ILLINOIS AND 
APARTMENT COMPLEX OF SAME INDIVIDUAL, LINCOLN TOWERS 
APARTMENTS, SPRINGFIELD, ILLINOIS 


spec. Inv. 
Training _ 


Legal Coun._ 

Telephone Rm._ 

Director Soc’y_ 


_ ^ ^ Per the request of the SAC, Springfield, and the USA of that , 

judicial district, Donald Mackay, and with concurrence by the Bureau, 
Laboratory Supervisors completed a security sweep of captioned space 
on 3/11/75. This security work began 9:30 AM on above date and was '• 

completed 3:15 PM same date. This included the apartment suite of 
State Comptroller George Lindberg, which was located on the tenth floor 
^ an apartment building within close proximity of the state capitol.' ^ 
This apartment suite was made up of the following rooms: A living room ^ 
kitchen, bedroom, master bedroom and two bathrooms. Located' 
within this space were two telephone instruments, both having the I 

same telephone number and both operating from the secretarial service 
in the apartment complex, ‘ ^ 

The state comptroller’s office complex in a wing of the 
state capitol building consists of three floors of offices which 

constructed wi^in a large previously open qrea of the capitol 
gilding. In both captioned locations an RF sweep was made between i 

MHz and 1000 and no clandestine radio signals were detected that were \ 
originating within these areas. A physical search of all telephon#"^' ' { 

instruments within the apartment complex and ten specific telephone [ 

instruments in the comptroller’s off ice comp lex was conducted. This i 

included -^ose allegedly examined by | ~1 a private security consultant.’ 

This examination revealed no evidence of tampering or foreign listening 
devices. On the morning of 3/12/75, Laboratory Supervisors and the 


62-97308 
i - 139-4840. 

i ~ Mr. Gebhardt 
i - Mr. Moore 
i - Mr. Adams 
i - Mr. Callahan 
i - Mr. Kraus 
1' - Mr. White 
i " Mr. R. A. Miller 
1 ^ /Mr. Stevens 

8:4) APR 8 19Z5. 
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Memorandum R. A. Miller to Mr. White 

RE: SECURITY SURVEY OF STATE COMPTROLLER, GEORGE LINDBERG, 

OFFICE; STATE HOUSE, SPRINGFIELD, ILLINOIS AND 
APARTMENT COMPLEX OF SAME INDIVIDUAL, LINCOLN TOWERS 
APARTMENTS, SPRINGFIELD, ILLINOIS 


As a matter of information, prior to the departure of Labn ratnrv I 
personnel from Springfield, the Chicago Office advised that I 

had been contacted by a member of the state, legislative subcommittee b6 
invest igating this particular situation ,an.d had been invited to testify.h 7 r 
[ advised this individual thaj^Jie^ad to check with the FBI. '"" 

Springfield advised Chicago that I I should be told that .the FBI 

^as no jurisdiction over his actions in this regard. 

RECOMMENDATION-; 


None. For information. 
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^ Memorandum 

TO : 

FROM : R. A. Miller^^'*''—' 


DATE: 4/16/75 



SUBJECT - KRADIO freq uency spect rum C HE.CK 
CONDUCTib IN.ROOM~'72'6 AND BAnQUET 

hall of la paviluon hotel, 

NEW ORLEANS, LOUKIANA 


Dep. AD Adm._ 

Dcp. AD Inv. _ 

Asst. Oir.! 

Admin._ 

Comp. Syst. _ 

Ext. Affairs_ 

Files & Com._ 

Gen. |nv. _ 

Ident. _ 

Inspection 

Intoll. - 

y T' p 

Loboratory ^ 

Plan, 8. Eval. _ 

Spec. Inv._ 

Training _ 

Logoi Coun._ 

Tele phono Rm._ 

Diroctor Soc'y_ 


A radio frequency (RF) check was conducted in the captioned space 
on 4/13-14/75. 

Frequencies between 25 and 1,000 MHz were covered using an 
Interad, spectrum receiver. 

No clandestine radio transmitting devices were observed or heard ^ 
operating within the captioned space at the time of the survey. 

RECOMMENDATION : O 

None. For information. ^ 



llEC-4 





1 - Mr. Jenkins. 

1 - Mr. Stevens ^ j 

1 _ A/r-w 


APR 22197! 


1 - Mr. Parsons Li 

(4) 
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SAC, Kansas City (66-1749) 


1 - Mr. Walsh 
1 - Mr. R. A. Miller 
1 - Mr. Breidenfeld 

4/15/75 


Director, RBI (62-97308) 

SECURITY SURVEY 
NEWOFEICE SPACE 
KANSAS CITY DIVISION 


Reurlet 4/4/75 reqtiesting security survey of new office space. 

The Laboratory will furnish two men and equipment for a 
security survey which will take approximately three dajs. 

This survey will be coordinated with ]^nsas City Division and 
will be during the week of 5/12/75 to 5/16/75. 




NOTE: 

The Laboratory has in the past conducted security surveys for field 
divisions when requested. The field does not possess the specialized equipment 
or ejqjertise to conduct a comprehensive survey of new office space. It is felt 
that requested survey is justified for Kansas City. Laboratory personnel will 
travel to Kansas City the week of 5/12/75 to handle this request. 


(• 6 ) 


As$oe. Dir._ 

Dflp. AD Aden. _ 

Dcp. AD Inv._ 

Asst. Dir.; 

Admin. 

Comp. Syst._ 

Ext. Affairs_ 

Files & Com._ 

Gen, Inv,_ 

Idem. ____ 

Inspection_ 

Intoll._ 

Laboratory_ 

Plan. & Evol. __ 

Spac. Inv._ 

Training ___ 
Logoi Coun. 

Telephone Rm._ 

Director Soc’y - . . 


MAILED r. 
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MAIL ROOM 







\jAy 'I / 




TELETYPE UNIT [ZD 


OPTtONAl. FORM NO. 10 
y JULY 1973 EDITION 

GSA FPMR (41 CFR] 101.11,6 


Ul^TED STATES GoWrNMENT 

Memorandum 




DIRECTOR, FBI 

ATTN. FBI LAB, RADIO ENGINEERING SEC. 


date: 


4/4/75 


FROM \ „ 


subject; 


KANSAS CITY (66-1749) 


.SECURITY/ OF OFFICE SPACE 
KANSAS CITY DIVISION 

The Kansas City Office will move to new space 
comiiie,ncing -5 -5-/9/75. It is antricipaired that the move will 
be completed by Sunday, 5/11/75. V7ith the start of 
business Monday, 5/12/75, the Kansas City Division 
will be operating frofi its new space located on the 3rd floor 
of the U. S. Court House Building, Kansas City, Missouri. 

The FBI Laboratory is requested to provide 
assistance in conducting a security survey of the above 
described new office space. 




\ ( yBuffeau 

^^Kansas City (2-66-1749) 
' (1-66-302) 

LJF/sb 
(5). 



9 m ^ 



Buy U.S. Savings Bonds Kegularly on the Payroll Savings Plan 



iiBiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiH 


1 - Mr. Mooney 
1 - Mr. Walsh (Attn: 


" b6 
'b7C 


STiC,, am? Vorli (ii:C-7035) 


rdrectoLV IBX (e2-:J730C{ 


c.qo?jm: jAO;OE - 

Q0Ar^£iPJ3|. iSGW Yomx FIjDLB oppici 


1/32/75 

1 - Mr, White 
1 - Mr. R. A. Miller 
1 - Mr. Stevens 


/ . . eo;-mocrtion ;?fth tint ahova, Bh Oarala r^yan ot /i ^ 

I your divasion conforrcl witli I:cil:toratory tupcrvisorc racantly / ! ^ 

I coacamiiig tealxaical sjaaariby conGidoratioas in offica M 

for taa l^ork Offico. KU^‘ 

. I 

an effort to his capabilities in tho technicaii^ 

sacurlty £leia<^ arrangezrants have been naOc for SA r.von to attend 
an audio counteaxvoasuras tedmiguec course 5/5-23/75'* an 
rvavancod teiophono coarse 5/2—23/7S at the Xntem^’^^ncy Croininj 
Center (X5i;c)y Washington^ !>♦ C. 

^ SA Eyan .daouXd coriAoto corvice training agreern.ont (Ei)-3751 
cn'id ror^;?ar4l to Attention AOninistrativo Idvision,- orlor to.- 

reporting to tliese courses at / '*) 7 " f. 

^ ' f ^ > J fj i [ It 

Eyon shoiad rape^i^to "dm '.^adld An<?ineerinc} itacrion^ ^ « 
of the Laboratory prior to 5/5/75 for' 

enrolment at ^ 

t© APR 25 1975 

« 

• ,/i?^OTE • . ««»»»«»' 

Lyi--''’ Discussion with SA Ryan at Laboratory has indicated 

' additional training is needed to better equip NYO personnel to 

/ handle technical security matters in move of NYO to new space. 

(A attendance is necessary so that he is armed with the latest 

^ technical data ^d techniques available in order that he may carry 

out his responsibilities in a most efficient manner, which will more 

A«oc. Dir-tnan justify the expenditurei Bureau personnel have attended similar 

sessions in the p 4 St. The cost of SA Ryan's attendance 
A==.,Di,., sessions will consist of travel and per diem, estimated 

Admin -at ^yoo, plus loss of his services f6r.th,ese two periods of time 

coordinated with SA Stoet'zei%:o;f the Administrative’ 

,r.i .VI SI on. >.1 f 

FI los & Com, Cl j . V » ■ * • ^ . 


Files & Com,_, 'Y j 

Gen. Inv. - 


Idoni, _ 

Inspection_ip/I 

Infoll. -'*1.' -.'St 

Plan, & EvaVi_ 

Spec. |nv._ 

Training_ 

Legal Coun, 

Telephone Rm._ 

Director Soc'y_ 


^3'ii lOt—■ 


^ A\ 

dckjf 


MAlLpiy 4 


R y- 




MAIL ROOM 


typeunitI 






1 - Mr. White 
1 - Mr. R. A. Miller 
1 - Mr. Breildenffeld 

April 24, 1975 


6 ^ 



iiOBorablo Janss 1* Pate 
Aasistant Secretary’’ for Economic Affairs 
United States Dopartxient of Cor;5r.arco 
rrashington, D* C-* 20230 

Oear Mr. Sccrotarys 

In keeping v?ith your requj-^st. Special Agents 
of tlie Federal H'uraau of Investigation conpleted a 
Tidcrophone and telephone security survey of your office 
txad your secretary's offico at the Departnant of Coraaerce, 
Trashing ton, D, C, survey included a physical cixcck 

of all telephone instruments in place at 'that tine, 

Uo evidence of eavesdropping devices or 
taippering vms detected at the tine of this suicvey. 


_ MAILED 6 

APR 241975 


sincerely yours, 

C. U. Mea 

Clarence U» Kelley 
Director 


NOTE 


Assoc, Dir_ IMUii:,: 

Dep. AD Adm._ 

Dap. AD Inv,_ A / 1 / H 

Assi. Dir.t ^ 

Admin._ _ Inves 

Comp. Syst.- 4/3/7 

Ext. Alfa.,. _ secre 

Gon. Inv. _US P 

Idanf-^ 

Ins;»ction- A jJJg . t). 

Well- 

LoboEatory ___ ' \ ^ J 

Plan. & Eval._ 

Spec. Inv,_ 

Training_ 

Legal Coun. - - — 

Tofophone Rm. irt*?!*' 

Dir^fttor^ecfy'Ji'/ "1 


See 'irr4mGra^%t;fR.;llL. Miller to Mr. White dated 
4/7/75, WGS:jfm and lette'f' from Harry C. de Venoge, Director, 
Investigations and Security, Department of Commerce, dated 
4/3/75 requesting security survey of office of Assistant 
Secretary for Economic Affairs, James L, Pate. The Laboratory 
[has :^rformed similar surveys for key officials when requestec 




TELETYPE UNIT d) 












comimmei 

[H IS IMCLISSIFIED 




4 


IHii^iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii 






1 - Mr. White 

1 - Mry ^nier b6 

^ _ I p 

Tipril ?A, 1975 


fS 


honorable John 1* Dunlop 

Secretary of Labor 

UnitaJ States Oepartrient of Labor 


Washington, D* C. 20210 


Daar Mr* Secretary; 


In keeping with your request. Special iigents 
of the Federal Bureau of Investigation coiapleted a 
iidcrophone and, telephone security snrvpv nt von-r 


Wo evidence of eavesdropping devices or tampering 
was detected at the time of this survey*. 

Kegarding your request for a similar security 
sur^/ev of vour suite nf we have been in contact 

witH I of your office to arrange a 

convenient tima to conduct this check. 





Sincerely yours, 

.M. KeW 

w> 

Clarence M. Kelley 
Director 


b6 

b7C 


Assoc. Dir._ 

Dsp. AD Adm._ 

Dop. AD Inv._ 

Asst. Dir.t 

Admin._ 

Comp. Syst,_ 

Ext. Affairs_ 

Files & Com._ 

Gon. Inv._ 

Ident, _ 

Inspaction_ 

Iniell. _ 

Laboratory_ 

Plan. EvaL 

Spoc, Inv._ 

Training_ 

Legal Coun._ 

Telephone Rm,_ 


- NOTE: 


Miller to Mr. White dated 

4/11/75, JQDzbms, and)ldfte^J,fro3n Arthur Braver, Assistant 
Director, Office of Investigations, DA & I dated 4/1/75, 
requesting security survey of residence and suite of offices 
of Secretary of Laboi; Dr. John T. Dunlop. The Laboratory has 
performed similar surveys for key officials when requested. 

■ ■ --1 advised June, 1975, earliest date survey of offices 

^uldWoeconducted. Upon completion of this survey, results 
be reported by separate letter. 

^R-.k^-,r 


b6 

b7C 
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OPTfOHAl FORM NO. 10 
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UNITED STATES GOVERNMENT 

Memorandum 




Mr. White 


4/11/75 


FROM 


SUBJECT: 




SECURITY SURVEY 

RESIDENCE OP DR. JOHN T. DUNLOP 
SECRETARY OF LABOR 
WASHINGTON^ D. C. 






Assoc. Dtr. 

Dep. AD Adm. 
Dop. AP Inv, . 
Asst. Dir.s 
Admin. - 
Comp. S/st. _ 
Ext. Affairs _ 
Files & Com. 
G«n. Inv. - ■- 
ident. 

Inspection_ 

Plon. & Eval. 

Spec. inv._ 

Trolning _ 

Lcgol Coun._ 

Tole phono Rm. 
Director Soc'y . 


Pursuant to a request by Arthur Braver, Assistant Director, 
Office of Investigations, DA & I, a security survey was performed at 
^the residence of th^ -np^wlv a-n-nn-in-hor} g/3r-tv>i=>-f-^=. Y~y of T. ah or,| | 

I I A request was also made 

ror a security survey at Dr. Dunlop * s office space to be performed when 
the Secretary is out of town and the space is available. 

This survey included both electronic and physical searches 
the telephone in place at the time. A physical search for microphones,^'^'*'''*^ 
was limited to the most likely places a listening device could be hid^n 
without defacing walls, ceiling and furniture. All electric outlets were 
removed and searched. A carrier current check was also performed wl'y^LJ!^— 
positi^v e resulj tfs , . ^ a i ll ripj ling lights were removed and searched, SaF I 
I SA I I performed the above, 

I I conducted an R.P. monitoring survey of the 

captioned space. The Interad Spectrum Receiver was used to monitor the 
radio spectrum from 25 to 1,000 MHz. A Mason A-3 receiver was also used 
between .2 kHz and 130 MHz in the radio spectrum. No clandestine radio 

captioned space were heard or observed. 

I I I from the Department of Labor was present during the 

^ove survey, but none of the equipmeivh Mas explained to him nor did he 
take an active part in the survey. tA-im 3 d ^ ^ 

Since a request to perform a security survey of Dr. Dunlop 
office space was also received, it is suggested a letter advising of thje 
completion of the security survey^ of his residence be helff"^'Sg^ance^' 
until his office space is completed. 

ie -I 

•RECOMMENDATION ; 

It is recommended that liaison be maintained with 
for compl^ion of the requested^ survey. 

JODrbms J\ji H. —y 

(^ ^ f ijf y 


b6 

b7C 
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Uf^ITEH STATES GOPlRNMENT 

Memorandum 


Assoc^ 

Dep. 

Do^. M 
Asst. Dir.i 
Admin._ 




TO 


FROM : 


SUBJECT: 


Mr. White 


DATE: April 15, 1975 


R 


. A. 

d> 



REQUEST FOR SECURITY SURVEY - . _ 

SECRETARY CASPAR W. WEINBERGER 
DEPARTMENT OF HEALTH, EDUCATION, AND WELFARE 
WASHINGTON, D. C. 


Comp. Sys>4 -- 

, Ext. Affairs _ 

Files & Com. — 

Gen. Inv._ 

Idenl^___ 

Inspection_^ 

Plan. & Eval. _ 

Spec. Inv._ 

Training_ 

Legal Coun. _ 

Telephone Pm._ 

Dlractor Soc'y_ 


Nathan D. Dick, Director, Office of Investigations and Security, 
Department of Health, Education and Welfare, has requested by attached letter 
dated 4/11/75, that the FBI conduct a security survey in the office of Secretary 
Weinberger and several immediately adjacent ofices. 

The Laboratory has performed similar surveys in the past for key 
officials in the Department of Health, Education and Welfare when requested. 

In the event the Director wishes to approve this request, the Laboratory 
can make the necessary arrangements to handle this matter. 


RECOMMENDATION: 


For information and action. 


Enclosure 



62-97308 





1 - Mr. Adams 
1 - Mr. Jenkins 
1 - Mr. Moore 
1 - Mr. White 
1 - Mr. R. A. Miller 






^ r A. 


r 
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•UNITED STATES G(ArnMENT 
1 ^ 



DIRECTOR, FBI (62-97308) 
Attn: Administrative Division 


FROM SAC, NEW YORK (66-7935) 


subject: Cy TECHNICAL SECURITY COORDINATOR - 

NEW QUARTERS, NEW YORK FIELD OFFICE 

ReBulet 4/22/75. 


date: V29/75 

I 


SA Gerald P, Ryan will at tend an audio countermeasures 
techniques course 5/5-23/75 and an advanced telephone course 
6/2-13/75 at the Interagency Training Center (ITC), Washington, 

D. C. 

Two copies of service training agreement FD 375, executed 
by SA Gerald P. Ryan, are enclosed herewith. 




^Bureau (Encs 
1-SAC 1 
1-Supy #14 

1-per-s file SA Gerald P. Ryan 
1-SA Gerald P, Ryan, #14 
1-66-7935 







5 M/sV 231975 


PAM:AHD 

(7) 



Bay U.S. Savings Bonds Regularly on the Bay roll Savings Blan 
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UNITED STATES GO 



NMENT 


Memorandum 
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ri6j! : DIRECTOR, FBI (62-97308) 

, NEW YORK (66-7935) 


FROM : 



subject: technical SECURITY COORDINATOR - 

NEW QUARTERS, NEW YORK FIELD OFFICE 


date; 


4/29/75 


ReBulet 4/22/75. 

SA Gerald P. Ryan will attend an audio countermeasures 
techniques course 5/5-23/75 and an advanced telephone course 
6/2-13/75 at the Interagency Training Center (ITC), Washington, 

D. C. 


Copies of service training agreement FD 375 being forwarded 
this date under separate letter to FBIHQ, Attention Administrative 
Division. 


^^Bureau ^ 
1-SAC 1 
1-Supv #14 
1-66-7935 





S may 231975 




£010-108 



FP-36 (Rev. 5-22*64) 
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Transmit the following in 


'AIRTEL 



Date; 2/28/75 


(Type in plaintext or code) 


(Priority) 


TO: DIRECTOR, FBI 

(ATTN: FBI LABORATORY - RADIo'^y 

ENGINEERING SECTION) // , 

FROM: SAC, NEl^ YORK (66-7935) 

SUBJECTT^AOBHTERMEASURE-SWEEP- Or_PROPOSED FACILITY, 
'26 FEDERAL PLAZA, NEWYORK, NY ' '/ 


</U< . 





ReNYnitel^ ^ted 2/XV75. 

{ ) 

On 2/20/75GERALD P. RYAN,/ assigned to 

Countermeasure-Sv 7 eep of the new facility in^NYC^ attended 
conferences at PBIHQ V 7 ith Bureau Laboratory personnel. These 
conferences dealt with the overall problems and techniques of 
Countermeasures-Sweep and also with the move of the C.E.S, 
operation to the new facility. 

During these conferences it was agreed that SA RYAN’ 
be afforded additional time specifically devoted to Countert 
measures-Sweep techniques and equipment. 

It is therefore^ requested that such conference be^ 
scheduled with appropriate Laboratory personnel. 

. Bureau authority is requested to send SA RYAN to 
FBIHQ on 3/W75} for above mentioned conferefnc^. t ^ 

■/. \ REC-I5 //.JCjX 

, if. - ^ 

3 ■■ V 1.; ' 


?: 


Bureau 

Nexij York (66-2423) (Sub E) 


CS:bJh 

(4) 


k^y 

.AiPl 


Approved: 


8 J'Cij 11 m 


Speciol/^geiiNn Charge 


_M Per_ 

U.S.Government Printing Office: 1972 — 455'574 





Y. 




/ 




RFX- 13 

Director.5?3X 




Mr- White 

Mr. R. A. Miller 

Mr. Breidenf&ld 

20,. 1375 




fy 


V 



r ^ 1(11 

sneoroir/ strain '" 
e}?ricss m mn 

him XHE GrllEBAE 


X Uad Specisa oi: tha Sudoral riorera oi: 

4;av.©£tt?x.^atJxoa coHtiticii i^JLcirophoiie and '^^lvjrlios''3: sSr^ciiiri.t'^ 
^urve^ of youT o££iccj riid tho offioa of fcio Bsputy 

-i. ^ searcaos fiariatif tiissc Sur-^ys trsrc 

i4j?a.wd t:0 5aO0t XlkoXy places a dcrvlcsc!^ coxsXd 

aiadaa without; defacing office VTalla furniture* 

also inc^ud^d a check of all taXet?hohe instrurentc 
ia the roons at the tirr^e^ 

ev ^ eyi^aco^of eavesdropping equipmnt or tai^p^ing 

tit as u0t2ctcd at the of ^ese survev^* 

Provisions have, haen mdo to. conduct tiXCHc isurvovs 
at Intervals of approriroateXy sf^: r^aths* 


f^AJLED S 
r r r> 

1 Ij iCj/w* 

y 


O^Y lO 



‘^ssoc. Dir. 
Dep. Ad A< 
,Dep. AD In 
Asst. Dir.; 
Admin. 



^0 IJapufcv Attome:^ Goaoral 





Comp. Sysf._JHB i foXfi-S ■ 


See cover memo R. A. Miller to Mr. White dated 2/20/75, 



Legal Coun. 
Teleplionc R 
Di 
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UNITED STATES GOVERNMENT 

Memorandum 

TO : MR. CALLAHAN 
FROM ; J. B, ADAMS 

n 4 j£ljL±^'^ 

sTTrtprx. . SECURITY ^ ^ASURES 

OFFICES OF ATTORNEY GENERAL AND 
DEPUTY ATTORNEY GENERAL 



DATE; 2/13/75 


Assoc. Dir._ 

Dep. ADAdm. 
Dop. 

Asst. 

Admin 
Comp, 




Legal Coun._ 

Telsphcne Rm._ 

Director Sec'y_ 


During a briefing with the Attorney General and Deputy Attorney 
General on 2/12/75, the Bureau was requested to arrange for necessary 
security sweeps of the offices of the Attorney General and Deputy Attorney 
General on a systematic basis. 

In addition, the FBI was requested to consider the steps necessary 
to obtain a secure telephone in the office of the Attorney General and in the 
office of the Deputy Attorney General inasmuch as recent discussions of 
highly sensitive information have necessitated the Deputy Attorney General'^" 
traveling to the White House to discuss matters which could have ptherwise^ f . 
been discussed over the seciue telephone. ’ 


-Mr. White has been instructed to ma ke necessary cont acts with 

_in the Attorney Generates office and I | in the Deputy 

Attorney General’s office to arrange a convenient time for such security b6 

sweeps and insure such are handled every six months, the s^e frequency b7C 

being followed for the Director’s office. 

aEGrli 


of the Files and Coni 



Division is 



compiling the necessary information for a further discussion with the Deputy 
Attorney General concerning the obtaining of secure telephones. 

‘******ayMf< jj 

ACTION: 






JBAtams 

( 8 ) 

1 - Mr. Jenkins 
1 - Mr, McDermott 
1 - Mr. Mintz 


Informalion only.^ . 4- Uf 



1 - Mr. Walsh 
1 - Mr. Wannall 
1 - Mr. White 





> ■ -I 
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UNITED STATES G(WERNMENT 

Memorandum 


FROM : 


SUBJECT: 


Mr. Whi 


R. A. Miller ' 



iiiiiiiiiiiiiiiiiiiM 

1111111111111111111111 ^^ 


February 20, 19 75 


'SECURITY SURVEY 
OFFICES OF THE ATTORNEY GENERAL 
AND DEPUTY ATTORNEY GENERAL 



Ass(C. Dir. ]J> 

Dep. AD 
D«P- ad 
Asst. Dir.! ''T 
Admin, I 

Comp, Syst. _ 

Ext, Adairs_ 

Files & Com._ 

Gen. Inv._ 

Ident. _^ 

l-nhorntory^rtrC^^u' 

Plan. & 

Spec. Inv, - 

Training ___ 

Legal Coun._ 

Telephone Rm. _ 
Director See'y _ 


Pursuant to a request by the Attorney General, security 
surveys were completed on 2/19/75 of the offices in the Department 
of Justice Building, Washington, D. C., of the Attorney General 
and the Deputy Attorney General. 

These surveys included both electronic and physical searches 
of the telephones in place in the offices at that time, as well as 
a check of all other appearances of the telephone service outside 
the office suites. A physical search for microphones was limited 
to the most likely places a listening device could be hidden without 
defacing walls, ceilings and furniture. 

No evidence of eavesdropping devices or tampering was 
observed at the time of these surveys. 


Attached is a suggested memorandum to the Attorney General J 


reporting the results of these surveys. 

•RECOMMENDATION ; 

That the attached memorandum to the Attorney General 
reporting the results of these surveys be approved. 



Enclosure - 

a. - ^ ^ 

62-97308 

1 - Mr. White 

1‘ - Mr, R. A. Miller 

1 ^ Mr, Breidenfeld 



L'rlU 



*0-41^-3X1775 


8 4 AUG 2 51975. 


S GTiiWJ 


iiiiiiiliwmilcii :ci 
11:1 

DUE 01™13"20ll BI: 




tiiiG zlttomoy GGn^:iraI 

V . 

/ Bxroctor;^ VZI 


•f 


Mr. Coc^,ran 
Mr. Harwardt' 

Mr, Breidenfeld 

tiVLCiXDt 15^ 1975 


^JKTO^KLSOSSiS'S’- 

05*17ici: mo OF 

TaE n^xoBiiny 



X liad Special Agonta of tho Fe feral Bnmau of 
Iiivestigatioa conduci: nicroplione md teXcplioriG oecurity 
sizrvejs of your office arid lirousinOi. 

^ ^ file pliysicai ssaroliGa during ffie SJurvcy i-Jere 

liisiued to tiio nost il!;ely places n lie toning dovicic 
could bo biaCcii v7i'tIiout Gefaciitg office xivlXs and fureituro. y 1 
survey also inoXuded a <ficc!t, of all telcptione instrinr.en.to'^ y 
^'lu the roo^a at the tir.e* 

f do evidence of caveedropping equiprent or tax^perlng 

,t'?as detected at tlio tii:e of the ouTcvey^ 




j/ 




7 AUG 22 1975 


imohm^hkamm wwfiaifiMWrt 


NOTE: _ 

__ Security check conducted as requested by| I 

I Special AshT. qt;=int to AG, who contacted SA I | b6 

^ ^ ^ I walsh to Jenkins 7/20/75. This survey is b7C 

conducted au intervals of 6 months with prior arrangements. 




Assoc. Dir. _ 

Dep. AO.A'din. 

Oep. ApVudMjCl 

Admin. t ^^ 'p"r 

Comp. Sysf. _ 

Ex». Affairs _ ( 6 ) 

Files & Com. _ 

Gen. Inw._ 

Ident, 

Inspection _ 

inteil. 

Loborotory 

Plon. i Evol. _ 

Spec. Inv. ? 

Training — ■“ 

LcqcI Coun. 

Telephone Rm, Jt » 
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ETYPE UNIT I 1 


Ui’O 55 -l- 54 fi 



■oga iiiformatfO:n handled per letter d. 


. . . . . . . :||| 

mOM.z 

Fax AUTCmilC DSCLASSIFXCATICH 
EXSMFXIOH CODS m 

DATE 04“1S“2011 


ET 


SAC, ITOW York {105-117G05) 


tilroctor, rBX (105-221899) 


cQmMmi} 
EEKEIM IS nHCL&SSIFIED fXC 
KflIEE Sfl'OIIN 01HERWIS.E 


1 - Mr* Cochran 
1 - Mr- Har^*rard 
1 - Mr- Allen 
1 - Mr. Campbell 
7/9/75 

1 - Mr- Stevens 

1 -r^-1 


OTECHaSE OP : 



Ha Eaw I'erk airtel flate^ 4/1S/75 anil Kcw Uavon S 

letter dated 5/19/75, , 

* 

For the Iriformatioii of the. dm York Office, the I 

3nr0au liaa not ojrarlned the Model 37 Bu-3ug 1‘raiismifcter | 

Locator, but frora prc'sd.ous exardnations of similar oquipm^t ^ 

it has been tho Bureau’s ©3^erienco that the chances of locating 
a good. FM tranSKilfctar wer^ remote, howover there is always 
the possibility- 

0;i 6/4/75 a:./ u/G/75, contact was made with tlie 
following intolliganc^ gathering agencies re their kno^rledge 
of the Model 37 De-Bug Transidttcr Locatori CIA, U* S* Departesnt 
of State, D, S* Air Force, and\ tlie D*. 3* liavy. All individuals 
contacted had basically the sairjo opinion previously set forth in 
this communication^ 


How Hav/oh ic requested to obtain, if possible on 
temporary basis, Jjiodel 37 ^/ifchout J^ovoaling tI^e Bureau’s i 
or identity. 


on a 
interest 


J ITow Eaven 


© 


62-97308' 


JOD:bm£ 

( 11 ) 


CLAShiauTlr^H^^X.. 

EXEMPT Fr Br4 GE?ni^ziSs£^cTrTClTICN 
SCHEDULE 

. 

AUTd^^TICALLY DECi^l-SErliiD ON 


SE 




84 SEP I 9 85 
















RE: New York airtel* 4/lS/75». 


Eiu5l,ose(J for fche Bureau is one specification sheet 
and invoice pertaining to the llransmitter tocafcor Model BE'* 
■37. 


On 5/6/75, I 

0# Box 1421# Greenwich# Gom* i tnaae ava^ 
atid descriptive literature p6rtaiiainfiL-tQ_a. 
model PE*^37 which was sold by him to l 
Design Associates, 919 3rd Avemie, New Yorl 
shipped oxi 10/15/73 COD and cost $348 aGDe, 


0>-Llte Company 
,e an invoice 
tsmit ter locator 
I tla Urban 
!he nnlfc was ^ 



GLASSmSDug? 45^3^ -^ 
EXEMPT 2 

DATE-^r'^OASSlElSSTl^N^X^ 


( . 


! 

I 


4 * ^ Bureau: pi 
2 ^ New Yorfe 
1 « New Haven 
WCB/sab 
( 6 > 


. 2 ) 




PSl? 


REGISTERED MIL 















1! 


As!s 


|j|j||||||||||j|||||||i||H^ 

iiiiiiliiiiiiliiiiiiilii 


b6 

b7C 


Balias 

Director, FBI {62«^9730$) 




BEG-43 



com^^ TErnsEAmmis 

fecXiiL AOElsS? 


DALX^IS FILia OFFICS! 




1 - Mr. 
1 - Mr. 

Mooney 

Walsh (Attn: [ 

1 ~ Mr. 

Cochran 


8/19/7: 

1 - Mr. 

Harward 

1 ~ Mr. 

Stevens 

—■ b6 



Rm 6849 JEH) 


b7C 


cattox* 


naurlet 7/23/75 jT coacersiitg tixe afcove*‘Captioaad 


0A 


JC 


, hm heeTi sclisaiaXod to attend two 

coaxsos at tab jui-cieragescy iraining Cantor PJashington^ D* C, y 

one a Eadio Coimtcrr^sasures l^cltniqnes Coinrse 11/3-21/75 and tlxc 


other an phone Coarse *12/1-12/75^ She weeh ot 


11/24^20/75 S:v 


will bo afforded additional conatoanneasnros 


b6 

b7C 


training by tlio i^acoo Engirioering Caetion of the laboratory, 

I should report to tlio Eadio Siigineoring Section 
of the Laboratory prior to dtm a.B, lX/3/75 for assistance in 
onroilTsant at tlie XSC, 


NOTE: 

Bureau personnel have attended similar training sessions 
in the past including SA Technical personnel from the New York 
Office. Attendance at this series of courses has updated our 
technical personnel with valuable information and techniques in 
order that they may respond to security problems with complete 
confidence of having been provided complete capability. This training 


more than justifies the expenditure. 




The cost of SA . 

^attendance at both training sessions will consist of travel and 
Dep.ADAdm.diem, Gstlmated at $1,000 plus loss of his services for 
Dop.ADinv._this period of time. This has been coordinated with SA Woodworth 
f Administrative Division. 

...... T 


Comp, S/st. 

Ext. AKairs 
Files & Com. 

Gen* Inv, ___ 

ident.__ 

Inspection . 

Intell. _ 

Laboratory ___ 

Plan. & Eval*_ 

Spec. Inv. . 
Training_ 
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TO : 

FROM : 

subject: 


DIjRECTOR, FBI date: 

Attentiodl FBI Laboratory, Radio Engineering Section 

SAC, (66-298) 

X 

' COUNTERMEASURES TRAINING 
FOR'^ FIELD OFFICES ' , 



Due to recent developments in this region, it is 
anticipated that requests will be received from the Department 
and other agencies for countermeasures survey work. It is 
imperative that the Bureau be in a position to respond to 
appropriate requests in a professional manner as well as to 
provide reliable protection for Bureau facilities. 

The significant advances of recent years in electronics 
technology am readily aeaessible to the public. This leads 
to vastly increased sophistication in clandestine electronic 
equipment. Foreign adversaries already possess this highly 
sophisticated equipment. 


It is requested that an Agent from this office be 
provided specialized training in countermeasures survey 
techniques and equipment. Of particular value would be any 
interagency intelligence community training courses which 
might be available. 


SA 


Technical Coordinator for the 


b6 
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Dallas Office, is recommended to receive this training. 

SA GRAY is a competent Sound Trained Agent, having a keen 
interest in this phase of the Bureau's work. He possesses a 

practical knowledge of both basic telephony and radio technology. 

__ 


L 


AU6 211S75 


( 2,-.Bureau 
2 - Dallas (1 
(1 

TLG:jeg 

t/ 


- 66-298) 


67-11760)i 
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Harward 

Mr. 

Stevens 

Mr. 

Parsons 

Mr. 

Breidenfeld 

Jaly 
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Assoc. Dir. _ 

Dop. AD Adffl. 
Dop. AD Inv. _ 
Asst. Dir.i 
Admin. - . 

Comp. Syst._ 

Ej(l. Affairs _ 

nics & Com. _ 

Gen. Inv. _ 

Idcni. . 

Inspection _ 

Intcit. _ 

Laboratory _ 

Plan. & Eyal. _ 

Spec, Inv. _ 

Training_ 

Legal Coun. _ 

Tclopbono Rm, _ 
Director See'y __ 


ro Bora bXe u 

a ni Strict JucgiS 

Co^'caoutsa 

;';hGiiington,r 


/iecir awigd; 

In ’JSv’itii tiii*,? ■telGpIicciif? SroiA 

D* S», L-Iar3l;:il G^orgo ot i£c .JiGC;ricc; of 

Special of the I-'o’^'aral i-uroo-'u of 

coiriplctt„^ ^icror.^.Q?^3 and rrorv^oy of 

ciia:'ibc-ra n-aiwj z'c tfio Gtaects Cour'Jd'ious-o# 

Con-Sul'i^istioa ani tToi^a. .•"arslsa.IX 

VTashiri^ton,^ C*. 

Go Gvlienoo of oavo3 Jrop>^ing tlc^icos or 
‘banpiCiring' x-;ao c!ebocit;c*,d at: tiia of 

Girooroly 
C. tfi. Kel!sJ4 

cXaronO’2’ iX-tlir-y 

jLiroctor 


-L , iju, (It -■ ‘-^9 

ilctccciata for C>,fC*ratioiii 3 

l»AjluO‘i Gtateo l^israliaisj Cervlco 
'j2t G create 

i7^.0l'iXngtOn^ D. C, ailS3;^ 

NOTE: 

See memorandum W. E. Harward to Mr. Cochran 
dated 7/17/75, JOD:bms, requesting approval of security 
survey of chambers suite of U. S. District Judge John J. 
Sirica. The Laboratory has in the past performed similar 
surveys for key officials when requested. 
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UNITED STATES GOVERNMENT 

Memorandum 
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TO : 

Mr. Cochr^2=S^ 

W. E. Harvard 

DATE: 7/17/75 

FROM : 



o 


SUBJECT: 

SECURITY SURVEY 
CHAMBERS SUITE OF 

Uo So DISTRICT JUDGE 
Uo So COURTHOUSE 
WASHINGTON.,. Do C. 

JOHN J. SIRICA 


Assoc. Dir._ 

, Dop. AD A^.a 
Dep. AD lov. 
Asst. DJr.: ' 
Admin. 

Comp. Sysl. . 
Ext. Affairs . 
Files & Com, 

Gen. Inv._ 

Ment._ 


Inspoctton_ 

Laboratc^ 

Lego] CoullJ''S_ 
P]an,& Eval. — 


Spec. Inv. 
Training _ 


Telephone Rm. 
Director Scc'y 


A telephonic request was received on 7/15/75 from 
U. So Marshal George McKinney of the District of Columbia 
requesting a security survey be conducted in the chambers 
suite of U, So District Judge John Jo Sirica by the Federal 
Bureau of InvestigatioHo 

The Laboratory has performed similar services 
before to other U. S. government organizationso If approved, 
the requested security survey will be conducted on July 21, 1975 o 

■RECOMMENDATION; 


It is recommended that the security survey requested 
by Uo So Marshal George McKinney be approvedo 



62-97308 
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Memorandum 


y ■ 


TO : William Harward, Chief 

Radio Engineering SectionsyFBI 

FROM : Reis R. Kash 

Associate Director for Operations > USMS 


date: July 15, 1975 


..-1 7*r, ^ 


subject: Request for Electronic Examination of Judicial Chambers 


This memorandum will confirm a telephone request earlier this 
date for an electronic examination of the Ghambers; suite of United States 
District Judge John J. Sirica in the United States Courthouse, Washington,*’ 

^«0 • 

This request was forwarded to us by U.S. Marshal George McKinney 
•f the District of Columbia, It was prompted by a sensitive project which 
has recently been assigned to Judge Sirica and which he feels requires an 
inspection of his chambers to preclude the presence of covert listening 
devices, 

I I may be contacted for further information; 

I _ . _ Security Coordinat or in the b6 

by as point of b 7 C 

contact, 

Your expeditious response to this request will be most appreciated,^-—— 


4c/4’-''w 

•4dh; 
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0aptor>3 cr 3^ 1075 

Jan fegifi^ 

1 - Mr, Cochran 

1 — 

1 -r 


Honorable T7ayiTa B-, ColI»arn 
Director 

United States r:;arshals Service 
"rashiiigton^ 0* _C,^ 20530 

Dear th:^ CoXbnrrti 

la keeping t^ith a requect £ro:.i tlr* 5;hoT:r'C Cf 
(!iibum^ Security Oifficer^ United States karshalo 
Servi^, Special regents and o'^o Radio Z^Jhintunonce 
'iGcaniciaa o£ tlio Fedoral Duxreavt of Inx^estigotion 
coiriplo'teJ a nicrox'^aone and tGlajThone ecet'.rity suxvoy 
of yonr office space iocatad at 521 Street 

dorthi7ect, VJashington, C* 

.lo evidence of cavocdrorx>ing dovicch or 
tarporing x^ac detected at the tir;e of this i3ur?/ey, 

Sincerely yours ,^. 


MAILED 7 

SEP 8 1975 


0, M. Kelteai 

Clarence n* trolley 
Uireotor 


Dep, AD Adm. *** 
Dep, AD Inv. __ 
Asst. Dir.; 

Admins_ 

Comp. Syst._ 

Ext, A((air2 _ 

F lies & Com-_ 

Gen, Inv. 

Ident. 

Inspection _ 

IntclJ. _ 

Loboretory »___ 

Plon, & Evel, -_ 

Spec, Inv. _ 

Troining_ 

Legol Coun, _^_ 

Telephone Rm, _ 

Director Sec'y_ 

8 4 OCT 1 


Security Officer 
united StacBB rarslmls Corvioe 
521 Street, «Torth,v7<i53t 

l^nakinjcon, C. 20530 

("7) .. .' 4 .’ SEE. NOTE PAGE TWO 

A /!> ■ 
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NOTE; 

Aut horization fo r this survey was granted by , ^ 

Mr. Jenkins* | telephonically contacted Mr. Cochran 

and followed up ms original request with a letter requesting fo7C 
a survey. The telephones in the Director*s office were 
electronically checked using a Debtor telephone analyzer. An 
R,F, check was also performed using a Mason A-3 receiver, checking 
the frequencies between .2 kHz and 1,000 MHz. A physical search 
for microphones was limited to the most likely places a listening 
device could be hidden without defacing walls, ceilings, and 
furniture. 
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Memorandum 
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TO 


: Clarence M. Kelley 
Director 
Federal Bureau of Invest i aati<j )n 

FROM I I 


becuriry utiicer 
United States Marshals Service 
subject: Request for Routine Electronic Sweep 


date: July 31, 1975 






y> A 



Reference is made to my telephone conversation with 
Mr. Jay Cochran, Laboratory Divisipn.r Federal Bureau, of 
Investigation, on July 30, 1975., subject as above. I would 
like to request that a routine electronic sweep be made of 
the Director*s office. United States Marshals Service, lo¬ 
cated in Room 358, 521 12th St., N. W., Washington, D. C., , ^ 

(Safeway Building) . As was indicated in the conversation, 

I would like to arrange for the electronic sweep to occur b7C 
after normal working hours, at Mr. Cochran’s convenience. 

If I can be of any further assistance in this matter, 
please do not hesitate to contact me at Extension 2806, 

Your assistance in this matter is greatly appreciated. 



5010-110 
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sac# ;(30-725) 

■ JpEC-30 

Hdrocbor, ml (G2“9?30a) 


1 — Hr, Cochran 

1 -I 

1 -_ 

5/22/75 
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A, Titm, XIX 

Dis’zaxcv op iircx TOnGiimx 

CHApxss^eoi:# ijeo^ ’f/iEGinxa 


Poiirlat# 5/5/75, 


You autliori::Gdt to instruat ^our souad-trained 
to acrXorr. a codurity survey on tixe talaplicnaa and 
lines 0£ cautioned indivi4uul.* 

In tlic event a prol^Ior^ area develops while pGri;ornino 
tills su3rvay, Xiuboratory porsonnol and/or cguifnant ara 
available to your ofi:icc by reque;3t. 


non?B; 

The Bureau has authorized sound trained Agents to 
perform requested security surveys for Federal officials 
in past# and has provided assistance x-zith special 
equipment when necessa^, 

/y s 

O^Dsiokw 

( 6 ) 


Assoc. Dir. _ 

Dep. AD Adm. _ 

Dep. AD Ifiv. _ 

Assi. Dir.: 

Admin. _ 

Comp. Sysf._ 

Exi. Affai rs 

Files & Com. _ 

Gen. Inv, __ 

Idem. 

lospqcliorf _ 

Intel I._ 

Laboratory __ 

Plon. & Evol. _ 

Spec. Inv. __ 

Training_ 

Legal Coun. ___ 

Telephone Rm. __ 
Director Sec’y_ 
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TO 


DIRECTOR, FBI 

ATTENTION: FBI LABORATORY 


, PITTSBURGH (80-.725) 



subtect: JOHN A,>S:iELD, III 
U, S. ATTORNEY 

SOUTHERN DISTRICT OF WEST VIRGINIA 
CHARLESTON, WEST VIRGINIA 


date: 9/5/75 



On 9/2/75, USA FIELD v;as contacted SAC to 
discuss matters of mutual interest. During the course 
of the conversation, f,Ir, FIELD requested FBI services 
to conduct a sv.’eep of the telephone lines in his office 
and at his home to insure no intercepts are being 
utilized. 


This USA’s Office handles a considerable volume 
of work which results in a high rate of statistical accomplish¬ 
ments for the Pittsburgh Division, Additionally, there arc 
two particularly sensitive areas of public interest; namely, 
the wildcat strikes in the coal regions and the year-old 
protest movement regarding school books in that part of 
West Virginia * Both have received a great deal of national 
attention and are the subject of Federal judicial inquiry. 


SAC, Pittsburgh recommends Bureau authorize canpliance 
with USA’s request. If approval is granted, this matter will 
be handled by Pittsburgh personnel. 


I \2' ^ Bureau 
V 1 - Pittsburgh 
VER;hmm 
(3) 





REC-30 




j 



J 


r? 








5(U0-108.0Z 


Buy U,S. Savings Bonds Kegularly on the Payroll Savings Plan 


OrilOMAL FOKM NO. 10 

MAt 1 M2 COITION 

CCA FCMRCAICFn tOt-ll.^ 


^ UNITED STATES GOVERNMENT 

Memorandum 


|||||||||||||||||||;:||||||||^ 


Mr. Cpchran 


FROM : 


W. E. Harv/ard 


subject: /^^eCURITY SURVEY, ROOMS H-140 
AND HB-17, CAPITOL BUILDING 


Assoc. Dir. ^ 
Dop. AD Adm 
Dep. AD Inv. 
Asst. Dir.;. , 


date: 


10/3/75 


■ fvV#: 




Co^p/s?»!r- 
Ext. Affairs . 
Files & Com. 

Gen. Inv._ 

Ident._ 

Inspection_ 

- 

f Couh. . 
^i^vol. 

spec. Inv._ 

Ttolning_ 

Telephono Rm. 
Director Sec'y . 


Rursuant to telephonic arrangements made by 
Mr. Callahan on 9/29/75, with The Chairman, House 
Appropriations Committee. Laboratory personnel conducted 
a security survey of Rooms H-140 and HB-17 at the 
Capitol Building on 9/30/75 and 10/1/75 respectively. 

This survey included a physical search of all telephone 
instruments in the rooms at that time. A physical search 
for microphones was limited to the most likely places a / 

listening device could be hidden without defacing walls, , 
ceilings^, aijd furniture. In addition, a radio frequency 
(rf) sweep^^as conducted within the confines of the office. 

No evidence*^ of eavesdropping devices or tampering was 
found at the time of the survey. 

The results of t hese surveys were made known to 

^of the Administrative Division. 
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EE COMMEH'DATION: 


None. For information only 


Mr, Jenkins 
Mr, Walsh (Attention: 
Mr. Cochran 
Mr. Harward 


^R: 


Security Survey - other than Bureau 


.uyAJ 

m 


A 






5 OCr 14 


b6 

b7C 





11975 . ■ 

i 


Buy US. Savings Bonds Regularly on the Payroll Savings Plan 




7-126 ( 4 - 23 - 75 ) ‘ 

csAf»«»«^ic.»noj-ii.6 llllllllllillljll^^ 

^NJT^D STATES goveI^Bment ||iiiiiiiiiiii|i|;iiiiiiiiiiiiiiii^ 


(Type or hand print.} 



4 J 

m ■ 

h 

-FROM 


subject: security survey^- other than 

01 Examiner/s 

Symb'dl/^ T ■ HiT l 


10 Date/s 
77 Testified 


79 Reason:'!. Guilty Plea 

2. Case Continued 

3. Case Dismissed 

4. Stipulation 

(^^^Miscellaneous Commitinents: (MC) 

79 Reason*. 1. Eecture/Training (Others) 

2. Training (Self) 

3. Speech ' ■ 

4. Pretrial Conference 

Results of Trial_—___ 

Prosecuting Attorney_r- 


9/30/75 

COMMITMEHT REPORT 
Section 

To C-G-T_: 


A(toc. Dir.- 

Pep. AD A<f m._ 

C'ep.‘*XP IflV. _ 

Dir.! 

Wft'in. 

Cotnp, S/«l._ 

Ext. Affolr* _ 

Fil«« & Com. 
Con. Inv,. ___ 
Idont. „ , .. 

Inxpacllon_ 

tntoU._ 

Loborolory__ 

Eesot Court._ 

Piott. {. Cvol. „ 

Spec. Iriv.- 

Training — 

Totopbone Rm._ 

Director Soc’jr_ 


lilbert 
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ll/2 1/2 

9/30/75 

10/1/75 

1 9/30/75 
!i0/1/75 

1 9/30/7.5 9/30/75 

1 10/1/75 ! 10/1/75 

□ Yes 
ONo 

!0 Yes 
jfvl No 

i DYes 
! SNo 

i QYes 

1 }SNo 
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35 Court/Agency 
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5, Testimony Not Needed 

6, Mistrial 

7, Se c urity Survey — 


5. Field Examination of Evidence 

6. Research/Data Acquisition 
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'CapThol 


Defense Attorney 


Details/Unusual or Interesting Circumstances: 
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Training ___ 
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.01 Examiner/s 
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Tetcphone Rm._ 

Dtroetor Sec'y 


10 Date/s 
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79 Reason: 1. Guilty Plea 

2. Case Continued 

3. Case Dismissed 

4. .Stipulation 


5. Testimony Not Needed 

6. Mistrial 

7. __-_ 


^^TT^ Miscellaneous Commitments: (MC) 


79 Reason: 1. Lecture/Training (Others) 
2. Training (Self) 

'3. Speech 

4. Pretrial Conference 


5. Field Examination of Evidence 

6. Research/Data Acquisition ^ i 1 n 

7. 
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Results of Trial 


.Prosecuting Attorney 


Defense Attorney 


Details/Unusual or Interesting Circumstances: 
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^ Admtn._ 
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COMMITMENT REPORT 
Section 


Comp. 5/al._I 

Ext« Aftairi . 
FtU» & Cam. 

Can. tf"r._ 
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tnapeellon_ 

Inlell_ 


To C-G-TJL* 


Laboratory_ 

Lagot Coun, _ 
Plon. & Evat.. 

Sp«C. Inv._ 

Training_ 
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01 Examiner/s 
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Director Sec'y I 
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79 Reason: 1, Lecture/Traihing (Others) 
2. Training (Self) 

'3. Speech 

4. Pretrial Conference 


5. Testimony Not Needed 

6. Mistrial 

7. __ 


5. Field Examination of Evidence ^ i ' a /vdL 

6, Research/Data Acquisitisn ^ 


Results of Trial 


Prosecuting Attorney 


Defense Attorney 


Details/Unusual or Interesting Circumstances: 
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2. Case Continued 

3. Case Dismissed 

4. .Stipulation 

(TT^^iscellaneous Commitments: (MC) 
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2. Training (Self) 
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^ Aiimtn. __>w_ 
Comp. Syat. _ 
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Fill* & Com... 

Cm. Jnv,_ 

idint. __ 

Intpeelion_ 

InlclI. __ 

Coborotory_ 

Legol Coun._ 

Flon. & Evgl. , 

$p«C. Inv. _ 

Troining_ 

Tilopheni Rm, _ 
Director 5ec’y_ 


j & 1--1 
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:l 10 Daic/s 
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n Yes 1 

□ Yes 

1 OYes' 

i • • aNo 

□ No [ 

□ No 
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35 Cduft/Agency 1 
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5. Testimony Not Needed 

6 . Mistrial 

7. __^_ 


5. Field Examination of Evidence 

6 . Research/Data Acquisition , k r a/i ’ 
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Defense Attorney 


Details/Unusual or Interesting Circumstances: 
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GIgsx li* 3?oix;a5:onin^ 

G^jiarai 10/1^/73 

l"or Auj^iisistration 
Mrcctor# 2?BI 

SLcmivT^ oi? 

BIl^'ISZOU OITICBS TA ^^JXn Z^JX BIIILDXUG 


noforCiiCG your r^roran^^iUi cax^tion^d aa obova, 10/1/73* 

Oik 10/7/75 1 Special Ag^Gutss aad one tadmiciou of 
tha Fodoral Buroau of luvastigatlon coiplo'cea a riicropliono 
aad tolopboao sacurlfcy oaryoy of tlio roor.;:3 liotod in raforoacad 
nororaj^idun* ^ao payoical SGarcli lii!ltaa to the :io3t 
iiiicly plaooa a iifjtoiiiag dovica could bo biudoa witiiout 
cofacing office ’scallo and ftirnitura. 

do ovidoiica of oavacdropping eguip^ant or tarparing 
V 2 .Z da tooted at tho tino of ti^a survey * 



LO 

o ^ 

' 

o 5. 


j j l S yg 


NOTE:. 


Arrangements for the above survey v/are made through b6 
--1 Security Specialist, Security and b7C 


/ 


Administr ative Service s Staff, Office of Management and 
Finance* was advised of the progress and tlxe 

completion of the survey. 

jodxbKw'' 

( 6 ) 


u^.iJ 






Legal Coun. 
Telephone Rm._ 
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ERNMENT 


Memorandum 


. Clarence M. Kelley, Director 
Federalj^ureau of Investigation 

g^SSE^j^ommerening 

Attorney General 
Administration 

subject: Securitv:_S_urvey-^Q f Antitrust Division 
Offices in the Star Building 


Assoc. 

j baK/sab/lsg , 

Asst Dir.: v 

A(3min.__ 

Comp. Syst. 
Ext. Affairs _ 
Filfe & Com. _ 
Gen. Inv._ 

date; October l^de^SZS_ 

inspecUon _ 

Intell. - 

A Laborato^ 

i pj Plan. & \Ei2aJ 

ly Spec. Inv. _ 

jT Training_ 

/ Legal Coun. _ 

L/^ j , I Telephone Rm. 

^ 1 Director Sec’y . 


It is requested that FBI’technicians conduct a security 
survey for the purpose of determining if surreptitious eaves¬ 
dropping devices are being employed in the Special Trial 
Section of the Antitrust Division. The subject survey would 
require a physical check and electronic sweep of the first 
floor conference room and offices 1302, 9106, 9113, 9114, 

9117, 9120, 9201, 9203, 9204, 9206, 9208, 9308, 97l0, and 
9712 in the Star Building, 

_Security Specialist, Security and Admin- 

istrative Services Staff, Office of jyianagement and Finance may tsTC 
be contacted for further information at Code' 187-4511. • 
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A 

Clarence M. Kelley, Director f 

Federal Bureau of Investigation 

Glen B. PoimnetOning 
Assistant Attorney General 
for Administration 

Security Survey of Antitrust Division 
Offices in the Star Building 

It is requested that FBI technicians conduct a security 
survey for the purpose of determining if surreptitious eaves'-^ 
dropping devices are being employed in the Special Trial 
Section of the Antitrust Division. The subject survey would 
require a physical check and electronic sweep of the first 
floor conference room and offices 13Q2,. 9106, 9113;, 9114, 

9117, 9120, 920i, 9203, 0204, 9206,. 9208,. 9308, 9710, and 
9712 in the Star Building^ 

b6 

Security Specialist, Security and Admin- b7C 
istrative Services Staff./ Office of Management and Finance may 
be contacted for further information at IDS Code 187^4511* 







Assistant Attorney General 
for Administration 

Director, FBI iy } "-M£j 

SECURITY SURVEY 

OFFICE OF THE DBFUTY ATTORNEY GENERAL 


12/9/75 

/ 


freidenield 


In Isieeping with your request ol 11/14/75, Special Agents 
of the FBI completed a microphone and telephone security survey 
of the Deputy Attorney General’s Suite, Booms 4309, 4311, 4313 
and 4315, Department of Justice, on 12/2/75. This survey included 
a physical check of the space, a check of all phones and a check of 
the radio frequency spectrum. 

No evidence of eavesdropping was detected at the time 
of this siirvey. 


B:mss 




A^sac, Dir. ___ 

Dop, AD Adm._ 

Dep. AD Inv,_ 

Asst. Dir.: 

Adinin, _ 

Comp. Syst,_ 

Ext. Allairs ___ 
Files & Com._ 

Gon. Inv._ 

Ident._ 

Inspection 

Intcll. _ 

Laboratory 

Plan. & Eval. _ 

Spec. Inv. _ 

Training _ 

Legal Coun._ 

Telephone Rm._ 

Director Soc'y_ t 


MAILED 14 



mn- (\y 

«e Rm._ 

“rooKTOi 
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Memorandum 


Bllllillliliiliiiilllilllii 


UNITED STATES GOVERNMENT 


TO 


lOM 


/ SUBJECT 


Clarence M, Kelley, Director 
Federal^-:Sn55^eau of Investigation 

pmerening 
Attorney General 
Administration 




Legal Conn. 


Security Survey-5for the Office of the Deputy Attorney — 

* Director See*y _ 



It is requested that FBI technicians conduct a security 
survey for the purpose of determining if surreptitious listen¬ 
ing devices are being employed in the Office of the Deputy 
Attorney General. The subject survey would require a physical 
search and microphone and telephone security survey of Rooms 
4309, 4311, 4313, and 4315 in the Main Justice Building. 



I Security Specialist, Security and Admin- b6 
is,trative Ser^rices Staff, Office of Management and Finance b7C 
may be contacted for further information at IDS Code 187-4511. 
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X 0c?carit7 Survai^* Zni^\u 

‘ *cm 


SAC, 

iJirector, r d1 


I 
X ** 
X ^ 
1 “ 


(3275) 


m/r3/% 


b6 

b7C 


TECHNICAL EQUIPMENT 

r-isiECaXj ?.SAa/73* tsiur-UCvU scSKrit-r 

i I Eqtuipment listed below has been received. After repairs have been made it will be 
returned to your office. 

[31 Equipment listed below has been repaired and is being returned to your office. 

I I Equipment listed below i^Jbeiii-g-^i^ped to your office for □ permanent Q temporary 
iLh-Ssignment. Appropriate ihSientory changes should be made. ** 


□ 


rir 

X aa rtCi^X iaq i^/a 

X aa Xaiiiitaraotio:* i'or ebc-Ta 

oZ ;Jtxa 

ruiti ^ :::-:2C3. ^rz/X aEaX^i;:-)^ mz Cu}ir;a£.x Qor 

ntttt ^uXvi^:;icau XLiq'j* ^ yiQC.:a 
OZ XX'-tV-r'^ ViCji 

Vi>Xt;u0v ta ;>^asraXXol <uii 

rcii:^u 30^5^2 

uni La*^Xfcit'u »Jlut;uau rcn'T a’;'.ii5.o o-t tuiu 

Xiik;(« X4uS:;rtr 

"TOristSiw 
(«) 




ftT jp^fc 4 ^ 

IV t ^ V " 
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OCT 161975 
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FEDERAL BUREAU OF INVESTI(l|P'ION 
WASHINGTON, D. C. 20535 

DATE; 

10/16/75 



tte; 


• techmical equipment 


TO: 


SAC, SAN JUAN 


.Invoice of Contents 


1 EA. MAK)N TT3 TELEPHONE ANALYZER s/n - no s/n 

717114 


mum 




aH^ 


m 



! I Crypt.-Tran 8, 

I I Document 
P & C 

Radio Engineering 
LFPS 


Special Instructions: 

Mail Room: Show shipment date and registry number. 
Shipping Room: Show shipment date; bill of lading number; 
initial invoice; return to Section checked in block; after 
initialing'iryhlocl^i In voice 'to bqf p'Jiaced in administrative file 


FBI Pile No. 62-97308 




*VIA RECHSTERED MAIL* 






iVit bU Fi-rtiw 


i.’us uiyaCiUa, FdI 

i*ri Ui'i • Lh/vii Oi.i. Ic 


federal bureau of investigation 

COMMUNICATIONS SECTION 

# 


• Assoc. Dir. 

Dep.-A.D.-A^Tn. ■ . 

T^ap.A 

Asst Dir.: 

Admin. . 

NOV 2 51975 

TELETYPE 



Comp. Sysfc 

Ext. Affairs 

Files & Com._ 

Cfin. Tnv. . 



Ident .. _ 




TnRpor>ao« 

Tutill. 

^ lbf7^ Aba 



T.abnralyirv 

Plan. & BvaL _ 
Spec. Inv. 

Croining ... . ... 



/n\ 

Legal Court, - , 

Telephone Rm. 
Dijectoj* Sec*y _ 


Ct;t>-i7bo) 




5.0or. t...p4 

bi'b - PiiUi-liL* 




0\ tji. C^. C-. 




I - 


U' 


i-iii bUlTii' i'iiLc.rYPii I'u DunbaU, iwVbi'iDiirt 2i> 

i'i Hii XIVti 11 a iVaGbri , i^l UU wX ai W ob LL IbLii Prt u wb 


b6 

b7C 


UU*]PaivV^ ohLI LAKb uli'Y, U'Xarij aUVibbb ThXb uhli^^ ijaXa Friuw£ b£fiVXGc. 
bjiXivb Urtaivbiiu Vrtoi'i Ibiv JiblT Xu bbVbw uXbXT oVbXiXii n-KPbUiiVb osii/k; Pw 
CbbT), wU\/jii*i‘jD£ri dOf 1S^7^* Uiv X liaT batb oUiTii- uXVibiUn \'j IlL b£ 
AbbiGrtbL) Po bY bi'jid UhaivbbD XuUbLb Xb aribH OUUb* tiUbbTiwiv 

AiiUaKi) Xiwb ivUi'jDiifi ab oppuobD Xu lib bXPLaXwbiu ao 

a bXriPLb Xriai^bPubXT XUiv uVbrt Phaiwj up XXrib awU up ivu UuwbbbUPiVUii* 

oUXXb Pol uXVibXUi^ Xb Xhb uuLV UhTa PhUi^b bbrtViuii Xm bLaXb up 

ZPi 





r 


iXUivXai^Hj UbXWU PrCbPIX b 4 b* X lib L a^)^ PuUii ivui-iobitb tih obbw up liu 

““•“tosat 

CuabbVilUbivun # Ab X rib bVbXbii ii'ii-ibU 1 aTi^'Y Xi)baTiPibu b^o ab Xhb bUX Xb 

- ,, , . - . . DEC 2 1975 

ulvibiUa ai'^u \vuULU UU'iFbblb i lib aUwbbii • iib bUaAawibbi) Ittal iXib 

-wramijjjrmi wgaiman 

bUXXb Liivbb arib bbULirtbUj DbuXCaXbu Liabo wXin ivu U aivUbii up XiUiiUbluig* 

XnJ,b wUi'Jbbft vULL bb Uiouu>rrf^uUbU ivuVbiJbbjt bo, li>7P* 








V 


Assistant Attorney Oe^ierai 
for Administration 

Sirector, FBI 




ELEGlROr-^AO^IKTIC lW>IA^lOii !?ES5! 


February IS, 1975 

1 - Mr. McDermott 
1 - Mr. rinfibran 

1 - I I 

1 - Mr. Jr’erricte 


b6 


Heference your letter dated Decertbcr 5^ 1975 and 
my letter dated December 17, 1975, ^ ^ 

The electroins^;netic radiation test of your secure 
telephone system requested In your letter iJecenber 5^ 1975 naQ 
conducted by FBI laboratory persotmel on January 27*p2D^.JLS2d_ 


All arrang^aments for the test V7ere coordinated uithF 

I i-» . _> M 



I "T securltv Specialist, Security and iidninistrative Services 

Staff, Office of l/aBa^^cncnt and Finance, 

IHie test consisted of t^vO phases: (1) an instrtimontnl 
cieetromagnetic radiation test, and (2) a visual inspection of 
t|io physical installation. Tlie results of the radiation tests 
\$ihrc negative; that is, no compronising radiations ^ 7 erc 
detected, The visual inspection of the physical installation 
_^:ivealed the follo^jing discrepaneies uith respect to nor^^l 
yj i astallation criteria: 

H*. ^ 

(X) T?70 conduit couplings in the conduit xrhlch 


I 


Assoc. Dir. _ 

Ocp. AD Adm. ^ 

Dep. AD Inv. _ 

Assl. Dir.; 

Admin, . 

Comp. S/st._ 

Ext. AHoirs_ 

Files & Com, _ 

Gen. Inv._ 

Idcnt. 


ttornsy 

errous natal fittings, Installetion criteria for such 
ystems roconmends that all conduit and fittings be mde of 
ferrous type Keta]U>tei‘proisfcs^mas'iTiun electromagnetic shieldiBg, 

y ^ "^33 

(2) The '*pull“boses^* located along tha length of ^ the 
conduit to facilitate cable installation are not of the radio 
frequency interference (^X) type i:7hich is reconmended by the 
criteria. Some of thCLpuil-boxes do not have cov^cr nlatcs 
attached tims leaving the cable connectely exposed. 
r • ^ i ^ 

“(3) rvecbi? 0 tend^.d physical separation of 
t'Tire line conduit and other non-*relatqd conduits ws not nal.B- 
tained in some instances., 


“^*wms(6 


nr Hecorciended physical separation of the telephone 

subieribar ^ sets fron other/lon-related telephone sets and devices 


Inspection 
Intel 1. __ 
Loborotory 
Plan. S, Evol. 
Spec. Inv. 
Troining _ 


Legdi Coen* 
Telephone Rm. 


_ tras not provided. 

M?) . 





!. 


•» .■Jf' 


SEE NOTE PAGE TWO 
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OPO 954-5^5 
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Assistant Attorney General 
for Adruinl^tration 


The above installation dlscrepaneieis * tjhlch represent 
non-eoapliance '^-7ith recor^cndetl criteria and are. ^'potential'* 
radiation and security hazards, xrere called to the attention of 
your coiET^aaications persoxmol who observad and assisted with 
tliQ tests and physical inspection* 


b6 

b7C 

Note: Abov e tests and inspect ion wire performed by Laboratory 
Technicians I I. They were 

observed by Messrs, ! | and | | of the 

Department of Justice statt, Tbe raaiatron rest: consisted of 
a detailed scan of the electromagnetic spectrum up to 1,8 
Gigahertz by use of a real-time spectrum analyzer. The spectrum 
was analyzed with the KY-S systems operated in all modes, ^ The 
power line spectrum was also observed by use of a power line 
voltage probe. These test do not represent a coraplete TEl^EST 
test of the facility but are valid tests x-zhicb are essential 
elements of any full scale test. The Laboratory does not pres¬ 
ently possess the capability to conduct a full scale TET4PEST 
test. 









Assistant Attorney General 
for Administration 


December 1*7, 19*75 




X ^ V 


*%IS 


ELECTROMAGNETIC RADIATION TEST 



1 - Mr . McDermott 
1 - Mr. Cochran 

i-j 


1 - Mr. Perritte 


\ 


•i' 


Reference is made to your letter dated December 5, 
f 1975 requesting that FBI technicians conduct the subject test 
' for the secure terminal telephone equipment recently installed 
in the MAIN Justice Building. 

Special Agen t Joseph L. Perritte, FB I Laboratory, 
telephonically contacte(l_^*_^__^^^_^_pn December 10, 
1975 regarding this matter. Arrangemen ts for conduct ing the 
requested survey are being made through I l und you 

will be advised when completed. 

jLP: 







Assoc. Dif. 

Dop, AD Alim._j 

Dep. AD Inv._■ 

Asst. Dir.: 

Admin._ 


O 

t.»j 


■ _ 

. V,. 


Comp. Syst._ 

Ext. Affai rs 

F lies & Com. __ 

Gen. Inv, _ 

Ident. _^ 

I n s po e 1 i 0 
Intel 1. 

Laboratory 
Plan. 

Spec. Inv. _ 

Troining_ 

Legal Coun._ 

f Telephone Rm, _ 
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UNITED STATES GOVERNMENT 


Memorandum 


TO 


FROM 


Clarence M. Kelley, Director 
Feder^J-^«reau of Investigation 
Tmmerening 
rt Attorney General 
i.dministration 



date: dec 5 1975 


suBjEcfTTiE^ctroniagnetic Radiation-Test ^ • 

-. 




/ 


/ / 

It is requested that FBI technicians conduct the,subject 
test for the secure terminal telephone equipment recently in¬ 
stalled in the MAIN Justice Building, Specifically, the test 
would require a check of the ferrous conduit connected to the 
Attorney General *s remote telephones from the secure telephong(»s< 
facility, 


[ 


I Security Specialist, Security and Admin 
istrative Services Staff, Office of Managem ent and Finance 
may be contacted for further information at| 


b 








, / 
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UNITED STATES GOVERNMENT 

Memorandum 


liiiiiiiiiiiiiiiiiiiiiiiiiiiiii 

iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii® assoc, oir_ 

Dep. AD Adm._ 

Dop. AD Inv. . 
Asst, Dir.: 


TO : Mr. Jenkins 

FROM : E. W. 


date; 1/23/76 


Comp. Syst,_ 

Exi. Affairs_ 

Fllos 8, Com._ 

Gon. Inv._ 


/I- * f 

f 


subject; PROTECTION OF THE ATTORNEY GENERAL (62-112654) 
Sweeping of- the Attorney General’s Offices 


Ideni._ 

Inspection 

^ \ / Loborotory 

Plon.&Ev, 


7/25/75. 


Re memorandim E. W. Walsh to Mr. Jenkins,, dated 


Plon. & Eval._ 

Spec. Inv,_ 

Training _ 

Tolaphone Rm._ 

Director Sec'y . - b6 


As set forth in referenced memorandum, | | 

Counselor to the Attorney General (AG), requested FBI personnel 
to conduct an examination of the AG’s offices to determine the 
presence of any illegal listening devices. The initial examination 
was done on 8/13/75 and it is now requested a routine examination 
again be conducted and that this practice be done on a regular 
four month basis. ,i 

The AG will be out of his office on the aftefnoon jof 
Thursday, 1/29/76, and it is requested the examination be dotieb^t. 
that time. SA Terry Lee Knowles will be available to coordinate 
the examination, 

RECOMMENDATION; 

That personnel from the FBI Laboratory conduct an 
examination of the Attorney General’s office and conference 
room, and that this activity be coordinated with the Attorney 
General’s Security Detail, X3862y- 


1 - J. B. Adams O ^ ^ i 

1 - Mr. Cochran (attentias - Mr. Wileus) i I ^ 

1 -I-V '/j 

0 a t A,..,. ■ \ 

^ J®*"' /) 
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UNITED STATES GOVERNMENT 


iiliiiiiiiiiiiM 

liiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiH 


Mr. McDermott 


DATE: 2/12/76 




SUBJECT 



I'f't 






Assoc. Dir. 

Dep. AD Adm._ 

Dep. AD Inv. __ 
Asst. DIr.i 

Admin._ 

Comp. S/st. ,/ 

76 

i. nv. 

Ident._ 

Inspection - . 

Intel I._ 

C Laboratory_ 

•J Plan. & Evot. 

Spec. Inv._ 

Training_ 

Logoi Coun._ 

Telephone Rm. . 
Director Sec'y_ 

&i.aGtroiii£Lt^e - 


#. A' . - r 


The advent of computer-control led^ZaotroiajLg^ele 
phone„s jfldJbc±Lin£r^y.stems^ now being installed in many cjLtie^s , 


throughout the country... 


a hgW" 


is equipped with one ofth^ §eumQsi;.JSigAer^.^ 

/switching. .s.vsj:ems w provides many unique features necessary 
*111 today ^Government and business environments. However / 
these systems also create some inherent hazards. 

.Ill I mm iiMBiiamKin-iiinrtm^i in wr nn-i n nmmm umi nKf>i*fi«i«iiMHBmi im ni iiiiihii»t»u 

For instance, although., the Bureau *s telephone switching 
equim gakJ--g.J:aff-ate4F.B.I. Building^ 

^and is physica 1 ly. uili<lgr_ the jcqnto^ 1 ^ s^..^h<i-^Cpmmunica 7 

tiohs Division, and-_alt hough all_ ltelephone_clos_et^^ serving the 
individual offices throughout the building are kep t loc ked and 
under_t he_^gQjDi:rAl^.Qj£.^c.lka.:g.ed _telepjiohe com pan y ^p^^'dhh eXT^we^^^ 
" ^^"Ipffer no absolute assurance that tlHsJ:..e lei3hane^ avs 
cannot be penetrated from either inside or outside^^the cQnt.lne.a...,„ 
of hhJ^IlS u O^l-ng^ . l/He^n^ure of the telephone switching 
"equipment is^^^ch that it must be accessed electronically b y 
^telephone comp any pers o nnel from ^ 

'resring ceffferTln laid-town Washington. Such access is essential 
to assure continuous optimum performance on all lines and 
equipment. This access ena bles -tele phone p ersonnel to ^lectri-^^" 
cal lv seize an^ teiephon'e~Tihe^in_^,:ffie^ta9X^T„%i.^^^ .st^ I 

iti^ performance. WKen this /is necessary, there is an automatic j| 
tone impressed., on l:lle . l ine to signal the users that teTephohe\^,^' 
company personnel are on the line. However, telephone company 
installers or ^repairman can als o, access any FBIHQ lines ^om 
any of the! 188 ^^t elephQ ne closets^ located in the building, an^ 
under such conHitions t a tone hs not placed on the, line. 


Enclosure 


Mr. Callahan (sent direohi 
Mr, Jenkins (sent direct! 

Mr'. Adams Csent direct!. b6 

All Assistant Directors (sent direct) b7C 
[sent direct) 
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ACF.: 
(19! V 


CONTINUED - OVER 
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Memorandum to Mr. McDermott 

Re: Security of Bureau Telephones 


An additional haz^ard, which not only exists with 
yfchis telephone system, but with any telephone system, is the 
possibility of an inadvertent cross connection between any 
FBIHQ telephone line to any other telephone line most anywhere 
^n the world. Such occurrences, although extremely remote, can 
occur. The frequency of such occurrences is, of course, 
increased by virtue of our telephone system having direct 
indialing access from most anywhere in the world. 

Although the Bureau conducts a full background investi¬ 
gation of all telephone company personnel who are assigned to 
the central testing facility in mid-town Washington and all of 
those assigned to installation and repair duties in the JEH 
Building, this does not provide us with sufficient assurance 
that such personnel could not be subverted. Accordingly, the 
potential hazards of discussing matters of a sensitive or 
classified nature over the telephone have to be recognized 
and treated accordingly. In this regard, the Files and Com¬ 
munications Division has provided a completely secure telephone 
system for use in certain areas of the Hoover Building serving 
■primarily the executive offices and the Intelligence Division. 

This system is referred to as the "green phone" and can be 
used not only internally between "green phone" users, but can 
also be used for "secure" telephone calls to Washington Field, 

New York, San Francisco, and Boston Offices. Detailed instruc¬ 
tions and a directory of users of the "green phone" system have 
previously been furnished to appropriate personnel having 
access to this system. 

The trend toward the use of centralized dictation 
recording equipment, both at FBIHQ and in field offices, pro¬ 
vides another inherent vulnerability to the access of sensitive 
or classified information via the telephone. Accordingly, there 
is attached a letter to the Albany Office with copies to all 
'offices bringing these matters to the attention of the field. 

RECOMMENDATIONS ; 

1. That copies of this memorandum be forwarded to 
all division heads at FBIHQ with the instruction that copies of 
this memorandum be made available to all levels of supervisory 
authority so that every person who has any occasion to discuss 
sensitive or classified material be forewarned that such discussion 
should not be conducted over the nonsecure telephone system. 


2 


Memorandum to Mr. McDermott 

Re; Security of- Bureau Telephones 


2. That attached proposed letter to SAC, Albany, and 
all offices be approved for printing and distribution to all 
field offices. 
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Breidenfeld 






EoKio^fablG John 0* nhodes 
Ho^aoe of EepresGutatives 
WasHiagtoa^ D*C. ^OfSlS 

Dear John^ 

Itt Jteesping "/fifcit year request, Special ligcatc of 
tha Fodcral Bureau of Xairestigatioa conpleted a plcfophone 
and tolephoae security survey of yoisr office in tlio Hayburn - 
Building on !laroB 2^ X97S* liO cvHenca of eavesdropping 
devices or taDporing uas detected at the tiao of this survey^ 


mailed 6 


MAR 5 1976 




Clarence lU Kelley 
Director 


Assoc. DJr._ 

Dep. AD Adm._ 

Dop. AD Inv._ 

Assl. Dir,; 

Admin,_ 

Comp, Syst. _ 

Ext. AKoirs_ 

Files & Com._ 

Gen, Inv, __ 

Ident, _ 

Inspection . 

Intell, _ 

Laboratory ___ 
Plan. S> Evol. _ 

I' Spec. Inv._ 

Training_ 

Legal Coun._ 

i Tolepbone Rm._ 


SO!I?E; The above security survey was telephonically requested 
by the office of Congressman John J. Rhodes on 3/2/76* 
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1 - Mr* Jay Cochran 
1 - Mr, T, W, liOavitt 
1 ** Hr. V. V. KtaTnmhfttnvi^ 

1 - I 


DATE; 


3/4/76 


Assoc. Dir. 1_ 

Dep. AD Adm._ 

Dap. AD Inv. — 
Asst. Dlr.i 

Admin._ 

Comp. S/st._ 

Ext. Affairs_ 

Flies & Com._ 



„R^DBST FOB COUNTEBMEASDRBS 
<--SECPRITy p PRVjEY 


Spec. Inv. - 

Training 

Tolopbono Rm._ 

Director Sec'y_ 


Oa 3/2/76 


President’s Foreign 


•[ 


The White House 
thatr 
Presx 


Jo 


ircuTXTgOTJsninvTSS , 

advised Liaison Supervisor! 


Executive Secretary, 
y Board (PF1AB>. 


a nemher of the PE IAB and recent 
pitee tdnthen^ly formed intelligence 


bv^rst^tr-fl i^raTTfegTasierwrWerT-Br^^^^ a 

New YorkCil^ (a biographic sketch of Mr. Cherne is attached)* 6 


extremely 


1 emphasized 
ant positi< 


that 


I now has an 


b7C 


, important position within the intelligence 
oo^nity and that the JEMBjgtgafflfd«. j:.ecomiiiend s..Ahat-.the 
FBI make . the s ecurity surveyjce.auest.ed. | [ pointed out 

STimvsl 


rehue, 




_office is located at 589 __, 

New York City, and that a check of the physical space of 
this,office, including the t elephone lin es, would be 


important. | |added that r~ I would also be most 

appreciative oi any advice the FBI might give him with 
reference to the security of his office space, j"^ I 
suggested that I 

renresenifltiiTEaie^ 



^be co ntacted direct ly by FBI 


'ice, [ 


]secretary 






ACTION: 



IS OI 

and his office telephone'number is 

^ ^ a-i03 

^ 8 WAR 80 ^37® 

That the FBI Laboratory be anthoriged to make a 
countermeasures security check of | | ofticet 
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RESEARCH INSTITUTE 
OF AMERICA 

589 FIFTH AVENUE, NEW YORK, N. Y. 10017 



Jw-'.#Vip#iViv.. 

iiliiiiiiiiiiiiiiiiiiiiiiii 


LEO CHERNE 


Political scientist,, econoinist,. sculptor,, lawyer, foreign affairs specialist — 
any one and all of these descriptions fit Leo Cheme. A Renaissance man born of the 
20th Century, he is equally at home in the fields of fine arts, public affairs, industry, 
economics or foreign policy. 

As Executive Ehrector of the Research Institute of America, Leo Cheme heads 
a distinguished group of analysts to whom business, governments, industry and edu-. 
cational institutions look for objective analysis and guidance, 

Mr, Cheme was a practicing attorney when he joined the Research Institute in 
1936, Anticipating the approach of World War H, he helped draft the Army and Navy 
industrial mobilization plans for war. At the close of the war, as economic advisor 
to General Douglas MacArthur, he constructed the program which revised the Japa¬ 
nese tax structure. 

He was elected Chairman of the Board of the International Rescue Committee 
in 1951 and has been active in that organization since. Together with Dr, Albert 
Schweitzer and Dr, Tom Dooley, Mr, Cheme organized MEDICO. Now a division 
of CARE, it brings medical aid to parts of the world where there had literally been 
no medicine practiced, 

Mr, Cheme has served on the faculties of the Georgetown School of Foreign 
Service, the New School for Social Research and the Industrial College of the Armed 
Forces, For many years he has annually delivered the opening lecture on ”The 
State of the Nation" at the Industrial College and was recently appointed a member 
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of the Board of Advisors of that institution* He is a member of the United States 
Advisory Commission on International Educational and Cultural Affairs, a member 
of the Commission on Critical Choices for Americans and was appointed by the Presi¬ 
dent to the President’s Foreign Intelligence Advisory Board, 

Among other honors, Leo Cherne was awarded the Legion of Honor by France, 
the Commander’s Cross of the Order of Merit by the Eepublic of Germany, and the 
Kim Khanh medal, which is the highest decoration of the Republic of Vietnam, 
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Ident. 
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Inspection- 

Intell.- 

Laboratory - 

Legal Coun, - 

Plan. & Eval. _ 

Rec. MgRit. - 

Spec. Inv. --— 

Training —- 

Telephone Rmu —— 
Director Sec’y. — 






Mr. Clarence M. Kelley, Diifector 
Federal Bureau of Investigation 
Washington, D.C. 20535 

Dear Mr. Kelley: 


I am of course delighted to know that the Special Agents 
of the Bureau found no evidence of eavesdropping devices or , 
tampering in their examination of my office and adjacent areas 
I must tell you that they could not possibly have been more 
diligent, more prompt, and more sensitive to any disruption 
their intensive effort might cause. I do appreciate this 
cooperation. 

With deep regard, 


LC:is 


ff£C-5^ < 
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nOT3! Sae approved nsKoraiaduni V.V. Kolcr<oatovic fco v-r -p n 
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o-P thfj o^i'ir'o r/' >• °'' rcquQstii'ig a security survey 

^ ° °t °'^ Caeme. The laboratory has ia ^ , 
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Mr. T* 


. Y* V, lCol03sbatovlo 


> 5 , / i. f I 
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tlr. Jay Cochran 

Vse. V* ¥, :;:3lonbatovlc 
uT» B, C«•U:shaer 

y 


Kn:^Tn:3T rci'i coTHTTEumsuBi^ 

S52CUEXT? cunvir/ 


On S/! 3 / 76, 1 . I Secretary* 

President's Xorelca Intelligence ndvicory Eoarci (PPIAB)* 

•Tixo \ Jilte £oi!sc, advised Blaiscn Bunervisor B, G. HacUnor 
that I I a neiaber of the and recent 

PresldeatisiX appointee to the n 0 -c?ly forned Intelligence 
OversP.oarci', requested tiiat the PBI coasidsr conductinf^ a- 
coutttex'»i«easures security survey of hi s oiiicc in 
Uot York City (a biographic sketch of I I is attached) 

I ^ empbasissed that now has an 

OHtromely isportaat position within the Istolligence 
com^nunlty and that the WlAB strongly ro coiiiiaend s that the 
FBI qake the s ecurity survey requested. | | isolnted out 

th;it I l oillce is located at 5 i ^9 Sth Avenue, 

Kev/ York Oitys and that a check of the physical space of 
this office , laclu dlng the t eleuhono Xla cs. would be 
teportant. | I added that I I \yould also he taost 

appreciative of any advice the FBI night give h lsi with 
reference to t he security of his office space. I I 
suggested that! Hb© contacted directly by FBI 


suggested that I l b© c ontacted direct ly by FBI 

retiresentatives at h is office. | | secretary is 

I land his ofi'xce 'cei.epnone nuuhev is 


b6 
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ACTIO!-a 

That the FBI Xjaboratory be authorigied to make a 
countermeasures security check of | j office. 

BCR:e?2j ;, 
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1 > Mr> Cochran 

1 *"1 I h 7 r 

1 - Mr. Verven ^ i 

1 - Mr, Breidenfeld ■ 


Date: April 26, 1976 

To: Assistant Director, Investigations ^ 

Office of Assistant Secretary for Adninxstration 

U.S, Department of Labor 
200 Constitution Avenue, Horthwest 
Wasliington, D,C, 20210 

From: Clarence II. Kelley, Director 

Subject: Security Survey 




In accordance with your request, Special Agents 
of the Federal Bureau of Investigation completed a 
microphone and telephone security survey of the offices 
of the Secretary, the tender secretary, the Assistant 
Secretaries and the Solicitor in the new Labor Buildins 
on Anril 21, 1976. This survey included a physical 
search of the space, a chech of all phones, and 
monitoring of the radio frequency spectrum. d7C 

ITo evidence of eavesdropping was detected 
at the time of the survey. 

Note: Survey requested by memorandum 

to “Mr. Cochran dated 4/9/76. 
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Memorandum 
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subject: 



SECURITY SURVEY 
SECRETARY OF LABOR 
DEPARTMENT OF LABOR 
WASHINGTON, D.C. 


date: 4/9/76 
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Assoc. Dir._ 

Dep. AD Adm. 1, 

Dap. AD Inv._ 

Asst.‘Dir.: 

Admin._ 

Comp. Syst._ 

Ext. Affairs_ 

Files & Com._ 

Gan. Inv._ 

Idont._ 


Magai Cmh._ 

(pion. & Evol._ 

Spec. Inv. . 

Training_ 

Tolaphona Rm._ 

Dlroctor See'/_ 


By letter dated 4/1/76, Mr. Arthur Braver, 

Assistant Director, Office of Investigations, DA&I, 

U.S. Department of Labor, requested that a security survey 
be conducted in the offices of the Secretary of Labor, 
Undersecretary, five A^if^stant Secretaries, and the^ 

Solicitor, at the Ne wjQLabor B uilding, 200 Constitution 
Avenue, NW, Washin^on, b.CT 2U2T07 ' """—*■— 

"xhe Laboratory has perfomed similar services 
before for other Government agencies. 

RECOMMENDATION : 

That the security survey requested by the 
Department of Labor be approved. , 

\y ‘ approved: Comp, Syst- Laboratory.—11. 

A'.:co. Dir.V¥ . 


1 - Mr, Walsh 
1 - Mr. Cochran 

1 - I 1 

1 ~ Mr, Breidenteid 
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2,5 File # 7 



79 Reason: 01. Guilty Plea 

02. Case Continued 
03, Case Dismissed 
04. Stipulation 

77 Miscellaneous Commitments: (MC) 

79 Reason: 01. Lecture/Training (Others) 
02. Training (Self) 

03, Speech 

04, Pretrial Conference 
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25 File # 

35 Court/Agency 


50 City & State ^ O 


05. Testimony Not Needed 

06. Mistrial 

07. _ 




Results of Trial 


05. Field Examination of Evidence 
06^ RftsearchZ^ate Acquisition 

08. Investigative Supporti 
09. Communication Support 


Prosecuting Attorney 
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Details/Unusual or Interesting Circumstances: 
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COUNTERMEASURES TRAINING - 
SA RICHARD W. SUTER 


date: 

3/16/76 


The^Bureau is well aware of developments within 
the Houston Division concerning the increased use of 
countermeasure equipment by private investigators. Security 
checks made by these individuals have resulted in two instances 
wherein FBI personnel were required to conduct “follow-up" 
security checks to disprove their allegations. 

There is currently another IOC case under investiga¬ 
tion in this division wherein allegations were made that ’ 
electronic surveillances were discovered by use of a “radar 
reflectometer". 


It is anticipated that additional requests for FBI 
assistance, to refute or corroborate such claims, will be 
received from the U. S. Attorney's Office. I feel it is 
imperative that Bureau field agents be in a position to 
respond to these requests in a professional manner, understand 
and be familiar with all types of equipment being utilized 
by private investigators, and be capable of using countermeasur^/A 
equipment available through the FBI Laboratory. 

Significant advances in electronics technology have 
made available to the public many devices and techniques of 
surreptitious monitoring which were not available a few years 
ago. Foreign adversaries, as the Bureau is also aware, 
already are in possession of these devices. Increased 
sophistication of methods of electronic penetration, and 
means of discovery of such methods,^^^rtually demand rel iable 
protection of Bureau facilities;. 
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SA RICHARD W. SUTER is a competent, experienced 
sound trained agent, who has counseled Bureau schools in 
this area, is thoroughly familiar with teletype maintenance, 
NCIC equipment, and to some extent, the use of data circuits 
and computers on telephone lines. He possesses a keen interest 
in all phases of the Bureau’s work, particularly its technical 
aspects, and has a practical knowledge of telephony and radio 
technology. 

It is requested that SA SUTER be provided specialized 
training in countermeasure survey techniques and equipment. 

Of special value would be any extensive inter-Government agency 
intelligence community training sessions/courses which are 
available, 
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UNITED STATES GOVERNMENT 

Memorandum 


TO :Clarence M. Kelley, Director 

) Federal Bureau of Investigation 


date: JUN 4 1975 


Glen E. Poi 
Assistant . 
^ for 


/General 


subject: Security Survey/^ the Pension Building 
uV s . District Courthouse 


'■0 


It is requested that FBI personnel conduct a ^.^ical 
and electronic sweep and telephone check in the Pension 
Building, 440 G Street, N. W. and U, S. District Court¬ 
house,. 3rd St Constitution Avenue, N. W., Washington, D.C. 
The security survey is requested for Room 333 and the 
adjacent secretary's office in the Pension Building, 
and Rooms 3600, reception area, 3136-C,. 3136-D, 3600-A, 
3600-E, 3600-K, and 3600-N in the U. S. District Court- 
house_^_ 

_ Security Specialist, Security and 

Administrative Programs Staff, Office of Management and 
Finance may be contacted for further information at IDS 
Code 187-2351. 
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NEW OFFICE SPACE. SAN JUAN DIVISION. 'd 

THE SAN ^UAN DIVISION WILL BE MOVING TO A NEW OFFICE SPACE 
AT THE FEDERAL OFFICE BUILDING ON JULY 22, 1076. THE ASSISTANCE 
OF RADIO ENGINEERING PERSONNEL IS REQUESTED TO CONDUCT A SECURITY 
SURVEY OF THE NEW OFFICE SPACE INCLUDING ALL TELEPHONE SYSTEMS'. 
END. 








7-126 (Rov. lO-G-75) 

OrUONAt fOUM NO. 10 

MAY 1»«} [omoit 

CIA fPMX ui CfM 101-ll.< 

UNITED STATES GOVERN^WT 

Memorandum 

Section Chief xKo^^* 

C-G-T Section N ' 


jjectT ( 3 >, 


jiiilliiliilililiiiliiH 


(Type or hand print,)’ 

DATE;^-^^- 1 4 

OQMMiTMEHT REPORT ^ 

P 1- ^ 

Rro ti on ^ X- It I 


b6 

b7C 


■ A Section 


. Examiner/s 
. -Symbol/s 
[) Man Workdays 

5 Date/s 
1 Testified 


Atkoe. Oif. __ 

Dep. AO A(}m. _ 
Oep. AD Inv, . 
Attl. DIr.s 

Admin. __ 

Comp. Syct._ 

Ext. AHalri _ 

Filof & Com. _ 

G#n. tnv._ 

• Went. 

tntpoction_L_ 

Into 11_ 

Loboiototy _ 

Leoot Coun,_ 

FSon. & Evol._ 

Spoc. Inv. 

Training_ 

TolopKono Rm._ 

Dtroctor Soe’y _ 


—y^ "i 


1 




i 

1 

[ 

1 

1 

] 

□ Yes 

□ Yes 

i DYes 

i nYes... 

&No ! 

□ No 

1 ONo 

I nNo 


3 Reason; 01, Guilty Plea 

02, Case Continued 
03, Case Dismissed 
04, Stipulation 

7 Miscellaneous Commitments; (MC) 

9 Reason; 01. Lecture/Training (Others) 
02. Training (Self) 

03. Speech 

04. Pretrial Conference 

esults of Trial __! 

rosecuting Attorney_ 


/ rf' 

•■25- -F-ile 

35 Court/Agency 
50 City & St3te 63g^« 


05. Testimony Not Needed. 
06, Mistrial 

07. _ 


-05, Field Examination of Evidence . 

“ ^ 
Research/Data Acquisition n -/*“ _ _ . /rv ^ " 

Auri. ... V 

TJS. Investigative Support 

09, Communication Support 


Defense Attorney 


etails/Unusual or Interesting Circumstances; 


f73or.’ 


3J976 




Dce»t'Ai‘«ajvict ' ummi 

NOT RECORDED 

:3 . JUL 18 1976. ’ 


“ivYTaeTrwK i Tmi 


A 










^ 10-0-75) 

'[ oriiONAi (orM mo, io 
1 MA.V )»«}!t0inon 

cU rrMt Ml cf« 101-11.i 


TO- 


FROM 


-/ UNITj^n STATES ‘GOVERNMENT 

■ Memorandum 


Sectian Chief 



liliiiiiiiiiiiiliiiiiii^ 

llllllllljjllllllllllllll^ 


(Type or hand print,}- 

DATE: d 



subject: 


. C0?i^MiTMENT EEPOfST 
Section 


\ 


ijtttoc.l Difi 
■ Dop. Ah, 
Dop. Ap |f|/. 
Aiii. Dir.; 
Adniii|', -.. 
CompI Syal 
iExU Af^oiri 
■P llfli jii Coin. 
Con I Iny 
.Ident.j J_ 


rt 



0i‘ Examiner/s ’ 
Symbol/s 
20 Man .Workdays 

05 Date/s 
77 Testified 


;lnfpj»< ttOf> 

D 6 Icion. J _j_a 

Ip loo. i&! Ev, I 
Sp«c. Wv. . 

T raining 
Tolephona Rm. 
OIraOior'Ssc'l 




I 


□ Ves ■. ' DYes 

,i2lN°\ .'•pNo 


(■ nVes 

! a No 


-o Yes 
□ No 


25- 


File (f ^ 


35 Court/Agency US' A/Ta^ /u, 


50 City & State leZ^// 


7.9' Reason: 01. Guilty Plea 

02. Case Continued 
03, Case Dismissed 
04,. Stipulation 

77-' Miscellaneous Commitments: (MC) 

7j9 Reason: 01.'. Lecture/Training (Others')- 
02i Traiping (Self) 

■ . 03.'' Speech 

04. Pretrial‘Conference- 


07. 


Testimony Not Needed 

Mistrial 

• ii 

X 

. ii 


I 

I i! 

I 


H!i ii 
11 


/ 

liesults of Trial 


, N 

05, Field Examination of Evidence 
Research/Data Acquisition 

08. Investigative Support 
09i Communication'Support 


■Prosecuting Attorney 


Defense.Attorney 


Det'ails/Unusual .or Interesting Circumstances^^_ 




/ 

/ 


WOT RiHoSolD 

® JUL 15 1976 


1 , 


■ l; 


,t)bJUL23l975 



-li 




I'l 
I-! i 




rd 








































7-126 (Rov. lO-G-75) 
criioKAL fo:.n no. to "“x* 

MAY 1Y6I lOIIlOM ' - . J 

CSA rrA4K Ml cfu ^ 

UNITED STATES GOVE*4ENT 

Memorandum 

Section Chief ■ 

C-G-T Section\W 


BjEcr:W 



1 Examiner/s 
. Symbol/s. 

0 Man Workdays 

5 Date/s 
7 Testified 


tjXes' I 

IZTNo 


ONo 



AwocDir_ 

db?. ad A^m. _ 
Dsp. AD Inv. —. 

(Type or hand print J- 4. A*»t. Oir.s 

Admm._ 

/ / Cotpp. Syii, — - 

DATE, C/>r( 7 C 

t Cm. Inv._ 

• Idenl._ 

CCMf^tTMEHT REPOnr in.pBc.iBn_ 

/jn\ Inloll,_ 

( / ^ y-J /■! r Laboratory_ 

Sp.nf.inn Legal Coun- 

- fj Plon, & Evol._ 

^ Spoe. Inv._ 

‘ / ^ ^ ^ - 


CCMf^tTMEHT REPOnT 


Section 






lOYes I nYes 


□ No 


□ Yes 

□ No 


9 Reason: 01. Guilty Plea 

02. Case Continued 
03. Case Dismissed 
04. Stipulation 

7 Miscellaneous Commitments: (MC) 

9 Reason: 01. Lectuie/Training (Others) 
02, Training (Self) 

03, Speech 

04, Pretrial Conference 
esults of Trial_!_! 


,25. -F-ilfi-ft. C3-~‘f73 ^. 

35 Court/Agency 
50 City ft. StfltP. 


05. Testimony Not Needed 
06. Mistrial 

07. _ 




,05. Field Examination of Evidence 
0^., Research"/D ata^Ac qu is il?ion 

08. Investigative Support 
• 09. Communication Support 


frosecuting Attorney 


Defense Attorney 


etails/Unusual or Interesting Circumstances: 


973a 


Si; JUL 14 


AU6 2 1S76; 




7-126 {Rev. 10-6-7S)>. 

OrilONAL FOKM NO. 10 

MAY IY«3 eotnON 

OSA FPMK (4t CnU 101-S 1.6 

UNITED STATI^ 


BliillllllllH 


'.NMENT 


/ Memorandum 

TO : Section Chief 


(Type or hand prinU) 




b6 

b7C 


COMMITMEHT REPORT 

--- ^ -1 

subject; ^ 


^ ^ ‘ - - ' -- 

1 > \ I 1 

efiz-ciz*: 


1 

1 

I . - 

1 

1 

1 

□ Yes ’ 1 

□ Yes 

i nYes 

1 □ Yes 

1 

□ No 

I QNo 

! nNo 


CC 

01 Exam-iner/s 
Symbol/s 
20 Man Workdays 

05 Date/s 
77 Testified 


79 Reason: 01, Guilty Plea 

02. Case Continued 
03. Case Dismissed 
04. Stipulation 

77 Miscellaneous Commitments: (MC) 

79 Reason: 01. Lecture/Training (Others) 
02. Training (Self) 

03. Speech 

04. Pretrial Conference 

Results of Trial_ 

Prosecuting Attorney_ 


Assoc. Dir,_ 

Pep. AD Adm. _ 
Pep. AP Inv. __ 
Asst. Dir.: 

Admin. — 

Comp. Syst._ 

Ext. Affoirs_ 

Fites & Com._ 

Gen. Inv._ 

Ident. 

Inspection_ 

Intoll_ 

Laboratory_ 

Legal Coun._ 

Plan. & Eval._ 

Spec. Inv._ 

Training_ 

Telephone Rm._ 

Dfreelor See'y_ 


25 File 

35 Court/Agency 
50 City & State _ 


05. Testimony Not Needed 
06. Mistrial 

07. __ 


05. Field Examination of Evidence 
06. ResearoJi/DatasAcquisition 

'‘08; Investigative Support 
09. Communication Support 


Defense Attorney 


Details/Unusual or Interesting Circumstances: 


AUe2 1976/^ 


!{•■ U - I' 


'"id. * 

T*01 ivL.COiS*Dfb„) 

23 JUL 14 1S76 

.s.i<«in»iKxae 







iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii 


~y. r a;-^v. V Atm 


CO.C, Zri'Xi''.n:xr^olin Cv><'-<?.23) 




S/lV7i' 

rr"itt iXitiSit 






:'r. CcalirAP. 

I 

".:r» rr:iivaiatait5 v- 


b6 

b7C 


W' 

for caotio:^ai , 

fc» cova:7i?T3ttIi^ia^/>:'-tS? -,'..7 iimnx t 


to 

ireu 

::-rin<t 


W V*" wu. 

fc; Siciio:^ o2 tiiC Xsi'osP.toE:/. 


o il/l/7<'. 


ahottia raroEfe to tlic prior to ?tOO n.-.. 


pE^ 

jIj 

cs: 

c> 

>~ 

£:. os 


r -♦ K’^'^llcir t.r^2XAi.-to r«U:'“‘nlo’^f> 

in tiic 1>?-S* inolv'-ing '"■ J;‘''Ct^ ^.Vica o-f co’irsss na.'s 
cmd Callas. i7fcceac.aacu i*?ori'atioT ano t jamionos 

PUT tccl.aic.U rlSn,fio 77 o«;:ii? probl..- ni'cU c5.pl.0t0 

ia ort.oE fcna- _ «T-iT»5f’o.i train3.n0, 

coafi^-asico or hanno ^.een gg,„;- of 

tr-aining rora thaa 3«stirie3 5 5.5 - ^ coricitst 

s^A |ittea.7aaca and Cron school 


* •■>i;o,;. Dir. . .. 

Dcp.-A.D.oAdrn.™ 
D . T>,-A,D.-liiV, 

3* -A, Iv.: 


area), ana lo3r.oxj\xh car rental, 

\r, cptimt oa to bo filOC« =’ on .«c? I I ^ ^ ^ 

6 y - 1 l og tbo rinaaoo .->aa Sowi-ca'i Pivicioa, 




- 

i:viiL __ 


MAILED 13 

MAYOt^ 






.a"., 

\v*. ’ 


T... |,i bti9/K7^^'“r''7^ 

‘'■'' V''.::'”1 r:/'■ ^ 




OrilON>a H3)IM NO. 10 
MAY 1942 IBITIOK 
;.OSA fPwt Ml Cf« 10K«.4 


■ 


UNITED STATES GOVERNMENT 

Memorandum 
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TO 


FROM 


subject: 


Director, FBI date: 

A'f’^ention; Radio Engineering Section 
SA JERRY H. BRIEDENFELD 



^ndianapolis (66-223) 
ELECTBpJfIC COUHTEHIJEASUEE SCHOOL 


4/26/76 



The Indianapolis Division is currently, and for 
the past several months, involved in numerous "political 
kickback^’ and "wiretapping^* matters and requests have been 
made by Federal Judges and USAs for a sweep of their offices. 


j 


In view of the above, coupled with the fact that 
the Indianapolis Division does not have a trained countermeasures 
agent, the Bureau is requested to provi de the Indianapolis 
Sound Coordinator, SA| with appropriate 

countermeasures training. 


b6 

b7C 



Bureau 
Indi anapolis 

RDB/jcfa 

(3) 












50I0-10« 


Buy US. Savings Bonds Begularly on the Payroll Savings Plan 




BEST COPY 




liiiiliiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiH 


rC'XCi. u^% 

jSs 


5^ct;V£ to.-r-;;* | 
i-tt? .n.:p-.^'r. DrJS".?c:; 


I^, nooacsy 
Vx. ^:alch fati 



nr. I'cCasffiott (attat 

I I 

I5r* Cochran 
J :r. I I 

Jlr. Br(5i(3^-af<aia 


b 7 C 


ccj:ihiracT 

WWi*if * ^T < - |,J: \ ti^ il*e ^ ^ » TW?Vfc ^ t. i ^ «i-rv.' Y 4< '■► 'AW ^ tir jf Jj|* 

^/wic to vji/i:^ ha ' iVih/*?: tn 
X0/:iV7Tp Og l-}/:^j/7C Vh.ll riU 

s>>UT^hrt‘h::!5h3rob troininn ly hhv %^-:i^':..2rirk^ 

^ b 6 

c: \ i ixo'-la to T'C oth^r to b 7 C 


Assoc. Oif._ 

Dep. AD Adm. 
Dep. AD Inv, . 
Asst. Dir.; 
Admin, ___ 
Comp. Syst. _ 
Ext. AHoirs „ 
Files Si Com. , 
Gen. inv. 

Idenl. _ 

Inspection _ 

Intell. _ 

Laboratory — 

Pion. & Eval. 

Spec. Inv- ___ 

Training_ 

Legal Coun. ■ 
Telephone I^m. . 
DiroctoWpc 7/-. 



'-lOCTs Bureau persoxmol liav<5! attondecl slKdlar trainiacf ocoGionc 
in the past inclucking Sii technical personnel fror Je;? York 
and Dallas* i\ttondanco at tills series ot courses har, upc’atod 
our tecainicol personnel vltli valuable infomatlon mid tochniques 
in order that they nay respond to security probiers ^?ith conplote 
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UNITED STATES GOVERNMENT 

^ j 

Memorandum 




FROM 




director, FBI date: 4/15/76 

ATTN: SA' JERRY H. BREIDENFELD 


LOS ANGELES (66-1700B) 


subject; 


CO 

— O' 

Lf j « \ 


rr-,^ 

U,' 

a: T t 

>. CO 
Cl. C: 
C“’ i.u 


'T: specialized IN SERVICE TRAINING 

COUNTERMEASURE SCHOOL 

^ ^ Los Angeles has a continuing need for personnel 

trained in electronic countermeasures. This is due to the 
need to insure and maintain secure wire and oral communications 
both internally and externally. Space occupied by the Los b6 

Angeles Division includes 3% floors for Headquarters and 15 b7r 

resident agencies. In addition, it would assist in Interception 
of Communication matters. 

It is therefore requested that SA 
. be sent to the countermeasure school. 
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NR007 SJ PLAIN 


FROI^: 


' DIRECTOR (62-97508) 

SAN JUAN (66-50 SUB A) 




0 / AC^bJiv^ Sp, 

y SE-CURITY SURVEY O F NEW OFFICE SPACE, SAN JUAN DIVISION. ; Tr/ 

^ REFERENCE BUREAU TELETYPE, JULY 22, 1976. 

' nj FOR THE INFORMATION OF THE BUREAU, THE SAN JUAN DIVISION 
HAS COMPLETED THE MOVE TO THE NEW SPACE AND ALL OFFICE FUR¬ 
NISHINGS ARE IN PLACE. 

THE SAN JUAN DIVISION HAS A NEW TD-100 SWITCHBOARD, MANU¬ 
FACTURED BY ITT, AND IS USING STAMIARD DIAL TELEPHONE INSTRUMENTS 
MANUFACTURED BY ITT. 

END. 
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Training . 
Telephrjne Rm. „ 
DircetoT Sec'y _ 


1'i 



KS’se.-sErta 

7 AUe i819/'6 


3. cc detached’ 

iCoffiffiimioations Seoti’Ori 


5 5 AliSo 1976 








^ t 

0> -yklKOikrJr. ^(<\l/cfS_ 

(C) TELEPHONES - SECURITY Ori COMMUNICATIONS — It has been 
suggested that when Special Agents are signing in and out by telephone 
or calling a lookout that they use their credential numbers and avoid 
mention of their squad assignments or names. This procedure is for 
security reasons and should be a valuable aid in many of our offices. 

This system.may be implemented by providing the duty desk 
and lookout locations with a list of Agents, their credential numbers and 
squad assignmentso This procedure is not mandatory due to the varying 
needs of our offices butts being left to the discretion of each Special 
Agent in Charge to implement should he deem it necessary in the 
operations of his office. 


X 

•v/X, 


Clarence M. Kelley 
Director 


NOTKECORDED 
n AUG 2 1976 ». 


6/29/76 

MEMORANDUM 28-76 
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1 “ I!r. Cochran 

1 "CZZIIZII 

1 - t^r. Creidenfeld 
1 “ Hr. Vorven 


October 20 , 1976 
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Honorable David Irlathewa.; 

Secretary of HealtI?^S(rucaticm 
and Welfare 

Washington, D.q. 20201 
Dear Mr» I’lathews^' 

In accord^ce ^ith the request of Donald K, 
Hancock, Acting Chief, Physical Security, Special Agents 

^ <y 

of the FBI coE^leted a microphone an d telephone security 
_surveyX o£ your offices and the offices of tinder .Secretary 
larjorle Lyiich on 10/5/76 ,> Ho evidence of eavesdropping 
ievieea or tampering detected at the time of this 


S purvey* 


Sincerely yours. 


Assee. Oif-_ 

Dep. AD Adm. 
Dop. AD (nv, _ 

Asst. Dir.: 

Adm, Serv._ 

Ext. AKairs_ 

Fin. & Pcrs. . 

Gen. inv._ 

(dent._ 

Inspection _ 

Intell._ 

Laborotory_ 

Logoi Coun._ 

Plan. & Evol, 
Roe. Mgnt.— 
Spec. Inv- 

Dtroetor Sec'y . 


kmi Kelley 
Director 


Note: 


The above security survey requested by letter 9/15/76 
and X'7as done under policy of doing such surveys for cabinet 
rank officials. 

'3EB : dc APPROVED: Affairs- 

1/(7) . . , Assoc. Fin. & Pcrs- Cou^^.:- 

r . ' Dcp, AD Gs:l Irv..... - 

Dcp, AD Inv...*.::_ 1 :': t. R:c. - 

Dif,! .- . 

’ ’ /’<L»4. wjrv...,..,....... y ^ es!ii>r7: '' “‘Jt***.. 


R :c. v.t. 
C ':.?. ioV.... 
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l“Mr. Long 

l -Mr, Cochran, hlC 

1- Mr> Verven ^ ^ 

1-1 "I 


SAC, Ban Diego, (66-63) 10/X3/76 


Director, DBI (62-S730S) - 


com^TERT'-iLASDSEs smvm 
OFFICE SPACE 
SAI^ DIEGO Division 

Reurlet 9/23/76, 

Personnel from the Scientific and Technical 
Services Division (STSD) will arrive in San Diego on 
11/1/76 to assist personnel from your office in conduct¬ 
ing a secnarity check of the San Diego Field Office, 

Your office is requested to supply the Engineer¬ 
ing Section of STSD with the modol number telephones used 
at your field officOfl 

Your office should make lodging arrangements for 
two during the week of 11/1/76 . Flight arr ival will bo 


b6 

b7C 


telephonically furnished to SaF 
are made. 


when reservations 


Note ; Referenced letter requested the STSD to assist their 
personnel in performing a security check of the San Diego 
Field Office due to the fact that Headquarters has recently 
moved into newly constructed quarters. The technical personnel 
of the San Diego Office will be afforded countermeasures 
training by the STSD personnel at this time. STSD has per¬ 
formed similar surveys in the past when requested. 


As^oc, Dlr,.._ 

Dep. AD Adm*_ 

Dep. AO lrtv«_ 

Asst. Dir.: 

AJtn. Sftfv. / 

E*f. AHairs 
Fin. & Pers. _ 

Gen. Inv. _(7) 

[dent._ 

Inspection _ \ 

Into II-* 

Loborototy. 

Logoi Coun 
Plan. & Eval 
Rcc. Mgnt 
Spec. Inv. 

Troinin 
Tolopb 

Director Soc’y_ 
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OCT 1 g 1970 


APPROVED: 

Assoc, Dir... 

Dep. AD Adm. 
Dep, AD Inv.... 
■ Ass t. Dir.; 

Alim. Ssrv.,.„. 


Ext. Affairs.. Laboratomjs 

Fin. & Pcrs. CoUnf.. 

Gsn. Inv. Plan, & itep. 

Idcnt. n^c. Mg,'.It,. 

Intsll- 


n\ 




Inv—__ 

Training..™. 
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UNITED STATES GOVERNMENT 

Memorandum 

DIRECTOR, FBI date: 

(ATTNj FBI LABORATORY, RADIO ENGINEERING SECTION) 

^AN DIEGO (66-63) (P) 

suBjEbT: / COUNTEEMEASTIRKS/SURVEY 
NEW OFFICE SPACE ~ 


TO 


FROM 



( 7 *' 


■r 


SAN DIEGO DIVISION 


The FBI Laboratory is ‘requested to provide assistance 
in conducting a countermeasures survey of the nev; office space 
of the San Diego Division located-at the Federal Office Building, 
880 Front Street, Suite 6S31, San Diego, This survey is re-^ 
quired in order to assure space and in-house telephone security 
of the San Diego Division. 

Specific equipment required for this survey is not 
available at the San Diego Division and San Diego Division 
personnel are not fully trained in the use of the latest 
equipment available. The Bureau is therefore requested to 
authorize FBI Laboratory personnel to ccnduct the survey at 
San Diego. This would also allow San Diego personnel training 
in using this equipment. 
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OniONikt FOUM NO. 10 
>»« IDITIOH 
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UNITED STATES GOVErIJmENT 


iiiiiliilliiiiiiiiiiilililiiiii 


sr 
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um 


(Type or hand print,)' 


Section Chief 'jji 
C-G-T Section 


DATE 


OM 






Aitoc. Dir. ■ 

Pop. AD Adm._ 

Ddp, AO iVv._ 

At«1. DIr.i i 
A<Jm;n. 


REPOnr 


Comp. Syrj._ 

Ext. Affoirs_ 

Flloi & Com._ 

Ctn. hv,_ 

• Ident._ 


Intpoelion. 

inlell. __ 


Section 






Loborotory - 

Legal Coun._ 

Plon, A EyDl._ 

Spec, Iflv._ 

Troining_ 




Tafaphone Rm,_ 

Director Soc'y r 


1 Examiner/s 
Symbol/.s. 

\ re ■ • ^ ■ 

0 Man Workdays 

1/’^ \ 1 1 

5 Date/s 

\ 1 

7 Testified 

□ Yes IQ Yes 1 □ Yes IQ Yes 


□ No ] □ No 1 n No ] □ No 


CC 


••25. ^ . y, , 

35 Court/Agency^,^|:^^!a=k:fesai;lV'/^v^ 


__ jr ^ 

50 City fc St.'^t.p. 


[9 Reason: 01. Guilty Plea 

02. Case Continued 
03. Case Dismissed 
04. Stipulation 


05. Testimony Not Needed ■ 
06. Mistrial 

07. _ 


I- 


7 Miscellaneous Commitments: (MC) 


|9 Reason: 01. Lecture/Training (Others) 
02. Training (Self) 

03, Speech 

04. Pretrial Conference 


.05, Field Examination'of Evidence 



search iPata A cquisition 




esults of Trial 


Investigative Support 
09. Communication Support 


'rosecuting Attorney 


Defense Attorney 


letails/Unusual or Interesting Circumstances: 



-C 2 - 

NOT RECORDED 

■14’. OCT S 1976 


i 

I 

\ 

\ 

I, 


i 

1 


t 


i 

I. 


8 4 OCT 1 4 1975 . 



f 






l-Mr. Long 
1-Mr, Cochran 

M ~ 

verven 

1- 


Hi I 
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9/22/76 



-SAC, Albany (S6-2455) 


Director, FBI (62-97308)- 


SECURIiy S;'JEEP 
ALBANY DIVISION 

Eeurlet 9/2/76 and Butelcal 9/9/76. 

Personnel from the Laboratory will arrive in 
Albany, 3SI,Y* on 10/4/76 to assist personnel from your 
office in conducting a security check of Headquarters, 
Syracuse RA and Binghamton RAl 

Your office is requested to supply Radio 
Engineering Section with the model telephones used in 
the above three locations^ 

Your office should make lodgiiig arrangements 
for two during the week of 10/4/76. It is expected it 
will take three days to complete Headquarters and a 
day for each RA. 

T^ote : Referenced letter requested the Labora¬ 
tory to assist their personnel in performing a security 
check of the Albany Field Office and two RAs due to the 
fact that Headquarters was renovated and the Syracuse 
RA has recently moved into newly constructed quarters. 

The Binghamton RA has a large organized crime element 
in the area. The technical personnel of the Albany Office 
will be afforded countermeasures training by Laboratory 
personnel at this time. The Laboratory has performed 
similar surveys in the past when requested. 


Assoc. Dir.^___ 

Dep. AD Adm._ 

Dep. AD Inv. __ 
Asst. Dir.: 

Adm. Serv. 

Ext. Affairs 
Fin,& P.rs 
Gan. Inv._ 

Idenl._ 

Inspection . 



MAILED f 

SEP 2 g 1978 


F&i 


JOD:rrr rrr 
(7) r*’ 




APPROVED: Ext. Af:rirG..„. 

Assoc. Dir.. Fin. Ct Pcrc.. 

Dcp. AD Adm. G.2n. Ir.v.. 


Dep. AD Inv.. 
Asst. Dir.: 
Adm. Sorv..,. 


luCfft.. 

Int;!l.. 



Laboratory ^ 
Legal Coun._ 
Plan. & Eval. 

Ree. Mgnl._ 

Spec. Inv. 

Troining_ 

Telepbone Rm. 
■Director See'y . 
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UNITED STATES GOVERNMENT 

Memorandum 


date: 9/2/76 


FROM 




subject: 


DIRECTOR, FBI 

(ATTN: FBI LABORATORY 

RADIO ENGINEERING SECTION) 

SAC, ALBANY (66-2455) 

O S\ir 

^(:::u.Ri_T_Y.^^ WEiF > 

ALBANY DIVISION 


The Albany Office is requesting that the 
Laboratory Division, Radio Engineering Section, furnish 
>assistance in sweeping Headquarters, the Syracuse RA 
and Binghamton RA. 

The request is due to the fact that Headquarters 
was recently completely renovated, and the Syracuse RA 
was moved into newly constructed quarters. Binghamton RA 
has a large organized crime element and as a result there 
is an ever present possibility of an attempt to compromise 
the RA- 

The request as set out above is a one-time-only 
security sweep, taking advantage of the best equipment 
available to the Laboratory. 

Soundmen of the Albany Division will assist the 
Lab personnel wherever needed. , ^ 

^3^-9730— 

2-Albany 

EML/mma 

(5) 




^orREcSRDsS 

® SEP 28 J976 




9rCJL 

TCUJ 
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(Type or hand print.) 


Section Chief V 
C-G-T Section 


DATE: 




FROM 


: 


COMMITMENT REPORT 


subject: ^C-'crMcy 

cc /L 


(0 J Section 


01 Examiner-/s 
Symbol/s 
20 Man Workdays 

05 Date/s 
77 Testified 




iL^ 




A«(oc, Dir. ■, ,, 

^Dep. AD Adm._ 

' Dap. AD tnv._ 

Akst. Dir.t 
jAdmln. -- 

Eomp. Sy*t._ 

Ext. Affairs_ 

Filat & Cam._ 

Gan. Inv. __ 

IdanI,_ 

Inspection 

Intell_ 

Laboratory_ 

Legal Coun._ 

Plon. & Cval._ 

Spec. Inv._ 

Training_ 

Telephone Rm._ 

Director Sec'y_ 


mi 

□ Yes 
02^0 


I □ Yes 
IQNo 


□ Yes I □ Yes 


□ No 


□ No 


79 Reason: 01. Guilty Plea 

02, Case Continued 
03, Case Dismissed 
04. Stipulation 

77 Miscellaneous Commitments: (MC) 

79 Reason: 01, Lecture/Training (Others) 
02. Training (Self) 

03. Speech 

04. Pretrial Conference 

Results of Trial __ . _ 

Prosecuting Attorney_ 


25 File # ^ ^ d 

35 Cenri:/Agency 

50 City & State ^ 


05. Testimony Not Needed 
06. Mistrial 

07. _ 


05. Field Examination of Evidence 

08. Inve^gative Support t 
09. Communication Support 


Defense Attorney 


Details/Unusual or Interesting Circumstances: 




1 00T S i'b( 


_...J 


8 4 OCT 14 1976 


-ssmsm- 
2 , 1^1116 

M DIBECTOR (62-97308)-^ 

FROM SAG, ST. LOUIS 
/ BT 

EFTO 

TECHNICAL EQUIHENT 

SECURITT COUHTER l-EASUEES b6 

RSUR AIRTEL 8/23/76. 

SPECIAL AGENT SUPERVISOR t m.T. ARRIVE 

ST. LOUIS OH SEPT 2, 1976 AT 8:20 AM VIA TWA FLIGHT #431 
TO PERFORM A SECURITY CHECK OF OFFICE SPACE OF OHITED STATES 
ATTORNEY AND PROVIDE COUHTERMEASURES TRAINING TO MEMBERS OF 
YOUR OFFICE. IT IS EXPECTED THIS WORK tJILL BE COMPLETED 
DURING THE AFTERNOON OF THE FOLLOOTNG DAY. LODGING AR- 
RANGElffiNTS SHOULD BE MADE FOR SA FOR THE NIGHT OF 

SEPT. 2. 

BT 


I lilililillliliilili 


EFTO 


TELETYPE 


Assac. Dir. 


Oep. AD Adin.__ 

Dcp. AD Inv,_ 

Asst. Dir.; 

Adm. Sorv._ 

Ext. Affairs 

Fin. & Pers. _ 

Gen. Inv._ 

Ident._ 


Inspection 
Intell._ 


Loborotoiy_ 

Legal Coun- 

Plan. & Evol.. 

Ree. Mgnt.- 

Spec. |nv,_— 
Training __ 


NOTE: P^eferenced airtel requested the Laboratory perform 
security check of office of United States Attorney Barry A. 
Short because of unauthorized dissemination of information 
and fact that his office vras remodeled by- ‘xfonstruction firm 
associated V7ith hoodlum fip;ures. Laboratory has performed 
similar security surveys in past X'^hen requested. 


ToUphona Rm. 
Director Sec'y 


, y} . i i r 

«M‘^L ROOMLP^- TELETYPE UNIT 
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FD-36 (I^ov, >14-74) 


8/23/76 

Transmit the following in_ 

^Type in plaintext or code) 

AIRTEL _;_ AIRMAIL _ 

(■precedence) 


TO: DIRECTOR, FBI 

(ATTN: FBI LABORATORY, RADIO ENGINEERING SECTION) 


FROM: SAC, ST. LOUIS 


SUBJECT: TECHNICAL EQUIPMENT 

^CURITY COUNTER MEASURES 

United States Attorne^“(USA) BARRY A. SHORT, Eastern 
District of Missouri, St. Louis, Missouri, advised that his office 
is currently investigating several political corruption cases which 
involve some high public officials in the St. Louis area. 

Recently, information regarding these cases has been 
obtained by individuals who are not associated with the case and 
were not entitled to the information. 




FBI 


I 




USA SHORT speculated that perhaps his office and/or his 
telephone may be "bugged". Former USA DONALD J. STOHR had dis¬ 
cussed this same problem with the St. Louis FBI Office prior to his 
resignation. USA STOHR at that time was concerned primarily be¬ 
cause his office was being remodeled by a construction firm which 
is associated with local hoodlum figures. 

Request of the FBI Laboratory 


The FBI Laboratory is requested to provide manpower and 
equipment necessary to electronically sweep USA SHORT's office 
which is approximately 12* x 20' and to examine the telephone which 
is a six-button key set type #2565HK with a 4-A speaker phone 
feature. / 

f ,' - y 7 c 

St. Louis currently has five sound trained Agents who 
will be available to assist Laboratory personnel. It is noted that 
St. Louis is not familiar with the equipment utili zed by the 

^ T ' f i- ),.;■;•/ - ■not RECORDED 

(h- Bureau^ ^ A«fr«51976, 

^ - St. Louis 
WJA:jet ^ 



Approved 


Special Agem in Charge 








for debugging and the Laboratory personnel could train the St. 
Louis Agents during the sweep. 

USA SHORT has requested that this matter be handled 
as expeditiously as possible, preferably within the next two 
weeks. 




1 
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Lsl- ‘llZo 

^ Robert L* Dennis, Director of Security 10/26/76 

and Administrative Programs Staff 


Jay Cochran, Jr*, Assistant Director, FBI 
S ' 

I SECURITY SURVEY 

OFFICE OF PUBLIC RESPONSIBILITY 
SAFEWAY BUILDING 
WASHINGTON, D*C* 


1 - Mr, Cochran b6 

^ ~l _I b7C 

1 - Mr. Verven 

1 - Mr. Breidenfeld 


In accordance with a request from Assistant 
Attorney General Glen E. Pommerening for a security 
survey of the Office of Public Responsibility, Special 
Agents of the FBI completed a microphone and telephone 
security survey of this office. Room 804, Safeway Build¬ 
ing, 521 12th St,, N,W*, Washington, D,C* on 9/30/76, 

The survey \-rsLS conducted with the understanding that 
matters of a sensitive nature are handled in the areas 
checked* 


No evidence of eavesdropping or tampering was 
detected at the time of the survey* 

APPROVED: 

Assoc. Dir._ 

Dep. AD Adm- Gen. Inv... Plan. & |iWp, 

Dep. AD Inv- ident. R3c. Mgmt... 

Asst. Dir,: jnteil_ Spec. Inv. 

Adm. Serv,-- DTralning_ 


Ext. Affairs. Lnborr.torv 

Fin. & Pers.. Us^'.l Count 




Assoc. Dir. — 

Dep. AD Adm.—. 

Dep. AD Inv,_ 

Asst. Dir,! 

Adm. Sorv.._ 

Ext. Affairs_ 

Fin. & Pars. _ 

Gen. Inv. — 

Ident. 

Inspection 

Intell. 

Loborotory _ 

Legal Coun._ 

Plan. & Eval- 


Rec. Mgnt, 
Spec. Inv,. 
Training _ 


Telephone Rm,_ 

rWfB 
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TO 


FROM 


UNITED STATES GOVERNMENT 

Memorandum 


Clarence M. Kelley, Director 
Federal Bureau of Investigation 



date: SEP 2 I 19 


i lnj; ^ n_ 



neral 


Glen E. Poira 
Assistant>^ 
for Admiir 

subject: Security^lSwy of Room 804, Safeway Building 



Labrr 
Legal (. 

Plan. & j;\> 

Rec. _ 

Spec. Inv._ 

Training_ 

Telephone Rm. 
Director Sf 



It is requested that FBI personnel conduct a 
physical and electronic sweep and telephone check of 
Room 804 in the Safeway Building, 52l 12th Street, 

, Washington, D.C. ‘ 


Security Specialist, Security 


•and Administrative Programs Staff, Office of Management 
and Finance may be- contacted for further information 
^at IDS code 187-2351. 
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UNITED STATES GOVERNMENT 

Memorandum 



s< 


TO 




Director, FBI 


EEDERAlt GOVERlsJMEJJT 


FROM 


The Attorney General 




date; Octobeil 



f 


SUBJECT : ^ ^Countermeasures Security Checks Conducted by the FBI 


Ext, Affnirs 
Fin. rcr3.„ 

Gen. Inv. 

I(3ent. _ 

teKj 

Plan & Insp, '_ ]\ 

Rec. _ 

Spec. Inv. _ 

training_ 

Telephone Em. 
t)irector Sec’y . 




With respect to your memorandum of September 30., 1376, 
on the subject of countermeasure security checks, I want 
to make the point that if the checks of telephone lines 
or other measures involve non-consensual electronic 
monitoring, this will have to follow the regular 
procedures for authorization of electronic surveillance 
either under Title III or under the December 19, 
memorandum of the President. 


O 





b6 

b7C 




5010-110 


Buy U.S. Savings Bonds R.sgularly on the Bay roll Savings Plan 






Aito^mj Gaiaral 


• 1 Mg^e Held 
I - Adams 
I - Mff. McDermott 

10 W 

1 - Mr* Leavitt ^ 

(X^ Mr. Cochran 
I - Mr. Kelieher 


COBDtJCTBD m TEE FBI 


of to io a4?E.a© jss. of iSie 

m^mt p^^ollee h^.ng follOTed Mb B?3ir^a In th© coat^^ of ■ 
security chec^^ rigqsested by various xisemhors 
ol the L^al^ve, and judicial hmuches of tM Federal 


Ts‘m% |0 time we tm^r^ r^ssto fmn various olEces 
'wlMn to €cm<^.ct &m^k3 

ol ai^illod ^vmmxQtit ai^ce, Ineludlng M^lme lines, iot the 

ol wt^tther or aot gmirEy of tlieisa ar^ or 

COxummiea^tli^aB ^eUMies co^sprcmisad by the of 

m^h thinjis m ieieijhoa© taps, a’ad tk^ ilka. 

Traditio^mliyj. of our for the px^tsolim of 

^ec^rity have re^ixjsdcd lavoraJsiy to these re^tioats which 

asl?li3llle4 i^mkk wrliisf ♦ 

It li^ points cmt that iiisre r^liy ts m o^er sgeacy who oan^ 
wiBs ^reapsi^ to ^ch reqst^a. Certainly, the CIA is more tisaa 
of per^oOTifig this nussicHsj they have lu the ^st 

rofsised to ^ ^ oa ba^s that their charter doei? not speelSsaMy 
permit 5ttclx.aeti'trltf» ab a rsRsit of re^i^s, mtaercms requests 

Ih past yea^s h^i rafessrrod to us we with 

,( ^ 
i y 

ahaen©^ of i^peciEc Instru^oiis to the costmry, we will 
ecmttoe to provide these aecurltv ehteka ol Federal Caverrsm^ Office 
lor ?ji5livitals at cabiaet iev^ ia Hi© Enecutlvo hr03^% as 

wall aiiy other area In that branch wherein ihj^ Is a d^sr rtatsma^ 
showl^ gMt Ih© material toidled within that area e^em isspacts 


‘ KOTE: See ^ver memo J. Coehraa,'Jr. to Mr* McDermott 

iMed 9/28/76 entitled "Couhterm^sures Security Checks 
. .Condiietedby the FBI.” 
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01 Examiner/s 
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05 Date/s 
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Adtn. Serv._ 

eIi. Affa irs_ 
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Training -- 
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Director Soe’y__ 


25 File# 
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u At 
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79 Reason: 01. Guilty Plea 

02 . Case Continued 
03. Case Dismissed 
04. Stipulation 

77 Miscellaneous Commitments: (MC) 

79 Reason: 01. Lecture/Training (Others) 
02 , Training (Self) 

03. Speech 

04, Pretrial Conference 

Results of Trial_ 

Prosecuting Attorney_ 


05. Testimony Not Needed 
06. Mistrial 

07. _ 


05. Field Examination of Evidence 
0^* Research/Data Acquisition^ ^ 

08. Investigative Support 
09. Communication Support 


Defense Attorney 


Details/Unusual or Interesting Circumstances: 
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s NOV 11 
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The Attorney General 
Director, FBI m 




- Mr. Held 
1 - Mr. Adams' 

1 - Mr. McDermott 

November 2, 1976' 

b6 

1 ^/r ^ * J_J_ ^ 


® UNTEBMEASDIIHIS 
CD^DbTED BT TliE m 


1 - Mr. Leavitt 
1 - Mr. Cochran 
1 - Mr. Kelleher 

1-1 - 


b7C 




Eeferring to 3 mur memoi’aadma of October 21, 1076, yon 
may be asettred that conatemeasureo security checto are made 
only mmn the request and with thB lull cooperation ol those haying 
control of the premises being checked. Obviously, any search 
for a clandestoe transmitter involves a sweep ol airwaves 
lor the purpose ol es^bllshing the I^ltimcy of each signal located. 
Althoi^h Ms is not < 3 )nstmed to be ’^acmitoriBg’* of the type 
identified in the guidelinea as an ^Extraordinary Tedmlque, we 
"TOl adhere rigidly to JhiU minimization procedures^ 


^ I b ^he Deputy Attorney General 


f :e: Referenced Attorney General memo made the point that if 
5 cks of telephone lines or other measures involve non-consensual 
ctronic monitoring regular authorization procedures for elsurs 
st be followed. Security checks involve no telephone monitoring 
but do require search of radio spectrum, therefore, assurance of 
propriety being given. 




Assoc. Oir._ 

Dep. AD Adm. — 

Dep. AD Inv._ 

Assl. Dir.! 

Adtn. Serv._ 

Ext. AHeirs_ 

Fin. & Pers. _ 

Gen. ln«>. .. 

Ident,_ 

Inspection _ 

Intell_ 

Laboratory 

Legal Coun.- 

Plan. & Evol._ 

Rec. Mgnt.- 

Spec, Inv.- 

Training_ 

Telephone Rtn._ 


aPW: 

( 11 ) 


APPROVED: 

Assoc. Dir.. 

Dap. AD Adr 
Dsp. AD Inv 
Asst. Dii*.: 
Adm. Serv.., 

sr 109 1 


'4°'^tW-241§?6' 


ELETYPE UNIT \Z3 


Ext, Affairs- Laboratoi^ 

Fin. & Pers. Legal Coun., 

Gen. inv_ Plan. & Insp 

Idcnt. Rec. Mgmt. 

IntcH-..-._ Spec. Inv..... 

Training- 
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Assoc. Dir._ 

Dep. AD Adm.— 

Dep. AD Inv._ 

Asst, Dir.: 

Adm. Serv._ 

Ext. Affairs- 

Fin. & Pers. - 

Gen, Inv._ 

tdonl. _ 

Ipspeetion _ 

lnloll.„__ 


Section 


Uaboratory _ 

Le9al Coufi.— 
Plan. & Eval. 

Roe. Mgnt._ 

Spec. Inv,_ 

Training ___ 


cc 

0-1 Exara-iner/s 
Symbol/s 
20 Man Workdays 

05 Date/s 
77 Testified 


z 


5; 






Telephone Rin.__ 
Director Sec’/ 


'2-^ 1 






1 1 Yes ' ! □ Yes 
□ No 1 □ No 

□ Yes 

□ No 

□ Yes 

□ No 


79 Reason: 01, Guilty Plea 

02. Case Continued 
03. Case Dismissed 
04. Stipulation 

77 Miscellaneous Commitments: (MC) 

79 Reason: 01. Lecture/Training (Others) 
02, Training (Self) 

03, Speech 

04. Pretrial Conference 
Results of Trial_ 


CG 

^ File# 

35 Agency OfiU 

50 City & State 


05. Testimony Not Needed 
06. Mistrial 

07. _ 


05. Field Examination of Evidence 
QQ.. Research/Data Acquisition - 

08. Investigative Support 
09. Communication Support 


Prosecuting Attorney 


Defense Attorney 


Details/Unusual or Interesting Circumstances: 




t awar^a e n taisacmsn 

NOT RECORDED, 

'22 NOV 11 ’1976 
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UNITED STATES GOVERNMENT 

Memorandum 


TO ; DIEECTOR, FBI (62-97308) 

: S4C, INDIANAPOLIS (66-223) 


date: 10/14/7C 



suBjECT>^-^CyR|.ry COUNTERMEASURES TRAINING 
SPECIAL AGENT I | 

INDIANAPOLIS dTVT^TM 

He Indianapolis telcal to Bureau, 10/12/76 and 
Bureau letter to Indianapolis, 6/13/76. 

As per referenced telcal, it is req uested that the 
Bureau cancel the captioned training for SA I 
in that Indianapolis is inv'olved in an undercover operation 
involving SA | | 

The Bureau is requested to reschedule SA to 

captioned training after April, 1977, - 


^ - Bureau 
1 - Indianapolis 
JED/plp 
(3) 




KEU'* 


DE-39. 


(- 


■' ' •f'" 


75 }. 


^ ^ ■ 
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I,' 
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December 29, 1976 


Federal Bureau of Investigation 
J. Edgar Hoover FBI Building 
10th & Pennsylvania Ave., NW 
Washington, DC 20535 


b6 
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Referring to the second paragraph of the second page of 
my letter to you dated October 1, 1976, perhaps some explanation 
is in order to show why 100 seconds was proposed as the search time 
of the automatic search circuit intended to operate with your 
7312 receivers. 


In order to set up an oscillating loop (feed-back squall) 
between the search receiver and a local transmitter, the audio 
output from the receiver must travel to the pick-up microphone 
of the transmitter, modulate the transmitter, propagate to the 
receiver antenna, be demodulated by the receiver, and provide 
an audio output, thus closing the loop. The only element of the 
above chain of events that takes any significant time to accomplish 
is the transit time of the audio from the receiver speaker to 
the transmitter microphone. Remember that the receiver is scanning 
the frequency range of 10 to 500 MHz when in the search mode 
and the IF bandwidth of the receiver is 100 KHz. Therefor^,‘ the 
receiver must '’dwell'* within the IF bandwidth (100 KHz) for at 
least the audio transit time involved in the oscillatory loop. 

The search time proposed was 100 seconds or 490 MHz per 100 
seconds. This reduces to 20 milliseconds per 100 KHz. Therefore, 
the receiver "dwells" within the IF bandwidth for 20 milliseconds. 
The speed of sound under standard conditions is 1127 ft/sec. 

This allows the distance from the receiver to the transmitter to 
be 1127 ft/sec X .02 sec = 22 ft. 


This allows a search radius of 22 ft for a high degree of 
probability of detection. If it is decided that a larger 
search radius is desirable, a longer search time would be required; 
For instance^, if a search radius of 44 ft were required, a search 
time of 200 seconds would result.sihce the relationship 
between search radius and search time is 

In addition thS^itemS^ 1 ennumi 
letter, I would like to suggest that you consider the insta llation 
of sub-carrier demodulators (double demodulation) arT"y'b'CiY""?312 
receivers^.- 


Brortecr in my October 1 



INTERADLTD. , > 


808''Ces1sna7Vven ue ’ 
Montgorne'ry'County'Airpatk 
5 U.S.A. 20760 

301-94S'l626 ' '■ 









^ There has been much discussion of the tuning rate and ease 
of tuning of the present 7312 receiver. We have recently found 
a tuning knob which has a built-in 40/1 gear reduction which you 
may want to consider for your receivers as the main tuning knob. 
Since the tuning potentiometer at present requires 10 turns to tune 
from 10 to 500 MHz, installation of the new tuning knob would 
result in 40 X lO = 400 turns from low end to high end. This 
would be somewhat time-consuming, however, the new tuning knob, 
when pushed, reverts to direct drive, allowing the entire range 
to be tuned in 10 turns. Unfortunately, in order to utilize this 
increased main tuning resolution, the 10-turn wire-wound (wire- 
wound is used for temperature stability) tuning potentiometer would 
have to be replaced by a 10-turn Cermet infinite resolution 
potentiometer, 

Perhaps I could best summarize my suggestions regarding your 
15 7312 receivers in the following table: 

ITEM # 

1 

2 

3 

4 

5 

6 

7 


modifications are carried out at one time. 


DESCRIPTION 


PRICE 


REMARKS 


Installation of counters 

Installation of SDU's 

Supply BP-101 battery packs 

Develop and install auto¬ 
search function 

Install search function 

Install sub-carrier demodulators 

Installation of 40/1 tuning 
knob and new tuning poten¬ 
tiometer 


$240/ea. 

$ 80/ea. 
$100/ea. 
$750/lst unit 

$200/ea. 
$250/ea. 
$100/ea. 


14 required 
5 required 
10 required 



15 required 


he prices listed above are based on the assumption that all 


If any clarification is necessary, please let me know. 
Thank you for this opportunity to be of service to th6 Fe-deral 
Bureau of Investigation. 


Sincerely, 


K. Ray Johnson 
President 


END 
nl j 


^ ijnhi 
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Symbol'/s :_ _ 

20 Man Workdays _ 


05 DaU* .s 
77 Testified 


y/-n-7^ \ _ ; 

CJ Yes ! c: Yes I Yes 

I [71 ^'0 ^ Id No ! ■'■ N'o 


i ..." 'tes 

! r‘ No 


25 File i .^Z. ^ 7 ^ 

35 Coiii.-. Agettcy (S'f 

Jty^ T/r^sr „ 

50 v. i.y & 3t., e , 


79 Reason: ’il. Cuilty Plea. 

>2. Case Continued 
03. Case Dismissed 
Od. Stipulation 

77 Miscellaneous Commitments: (MC) 

79 Reason: 01. Rcciiire/3''raining (Others) 

02. Training (Self) 

03. Speech 

Od. Pretrial Conference 

Results 0 ’’rial_ 

Prosecuting Attorney___ 

Details/Dnusual or P reresting Circumstances; 


05. Testimony ' NT 1 
06. Mistrial 
07. _ 


05, Field Exarr'ir. * of Evidence 
^^Resea ch i^cLa AcquisiUcm 

vvesC Y‘: >ve Supp 
09. Coinnuiii.t-ation Suj/'.jrt 


—. Defense Attorney . 


not recorded 

7 DEC 8 1975 
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COMMITMENT REPwKT 
Section 


subject: 
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Symbol'/fi ‘ 

20 Man Workdays 

05 I)ato/s 
77 Testified 


79 Reason: 01» Guilty Plea 

02,. Case Continued 
. 03, Case Dismisssod 

04. Stipulation 

77 '• .'>• 'Inneous Commitments: (MC) 




\ Hr 

: RJ- : ._ 

1 

f 

\ ,i 1 ' f 

plrdn 

! nhM, 

1 

1 

□ Yes 

!nVes‘ 1 □Yes 

1 nYes 

□ No * 

1 C No ' (12 No 

1 CNo 


-u ne-ff'_v ^ ; 

J-; Coiirt/Agi-. jy 'USS^h/r^ 


oC City & St,.. :"' 


P c 


05. Testimony Nc , Ne.. d 

06. Mistrial 

07._ 


01. Ijecture/ITaining (Others) 

05. . 

02. Training (Self) 


03. Speech 

@ A 

04. [^retrial Conference 

08. 


09. 


t-i "c /ULa i. 


.. ai \<x y 


Results of bVial_ 

Prosecuting Attorney _ 

Details^Tnusual or Interesting Circumstances:_ 


Defense Att.orr.ev __ 


xlOi i'.CJL aCSD 
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Section 


01 hxamiiu*r/s 
S-yml)o]-/s 

20 Man Workdays 

05 Date/s 

77 3’cstificd 

1 1 1 

1 -1- I' 

_ 6 I 1 1 
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□ Yes ! C Yes f C Yes i C Yes 

□ No * 1 n No 1 ” No 1 C No 
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79 Reason: 01. Cnilty Plea 


"^CC 


A^soc. D»r. , 
Dcp. AO Adm* 
Dcp. AO ^ 

Assi. Dif>; 

Adm. Sory. 

Hjtr. Af^Oif*_ 

Fin« & Por*. . „ * 
Gcn> Invt _ 
ld©nr, —— 
Ins pod ion ■' 

___— 

Lgoorotory _ 

Legol Coun,.-- 

Plon. & EvdL — 

•Roc. Mgnt,__ 

Spec. |nv. 
Training „ , .n- 

Tolophone Rm._ 

Orrcc^or Soc'y 


2-5- -FHo f/ 

35 Court/^gtMicy 
-4^ 



02. Case Continued 
03. Case Dismissed 
04. Stipulation 

77 Miscolianeous Commitments: (MC) 

79 Reason: 01, Lecture/Training {Others) 
02. Training (Self) 

03. Speech 

04. Pretrial Conference 
Results of Trial_ 


50 City & Slattr'. 


05, Testimony Not Needed 
06. Mistrial 
07. _ 


05. Field Examination of Evidence 
06. Research/Data Acquisition 
07. 

08. InvGstigativ^upport 
00. Commanicubion Support 


Prosecuting Attorney 


Defense Atiorney „ 


• Details/Unusual or Interesting Circumstances: 
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: Jay CpchAan, Jr., Assistant Director 
LaboratoBy Division - FBI 


date; dec 2 S 1976 


FROM ; Robert L. Dennis, Acting Director 

Security and Administrative Programs Staff 
Office of Management and Finance 
subject: \/ 

i^€curity Survey of Room 648, Todd Building 




V f 


It is requested that the FBI conduct a physical and 
■electronic sweep of Room 648, Todd Building5.50 ~ 11th 
Stre et, M.W. , Washington. D...C.._ The telephones that should 
"be cKe^edTare extensions 4045, 4046, 4047 and 4048; 4016 
and 4017; 4065 and 4066. 

* }y_ 

I I Security Specialist, Security and b6 * 

Administrative Programs Staff, Office of Management and hlC 

Finance, may be contacted for further information on 
IDS Code 187-2351, 




Ay 

\-U 
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Transmit the following in . 

AIRTEL 




Date: u/(>/u 


(Type in plaintext or code) 


(Precedence) 


TO; DIRECTOR, FBI 

ATTENTION: TECHNICAL SERVICES BRANCH, 
ENGINEERING SECTION 

FROM: SAC, MBdPHIS (66-270) 

SUBJECT: TECHNICAL ^ECURITY SURVET ^'S 
USA’S OFFICE, 

NASHVILLE, TENNESSEE 


The USA*s Office, Nashville, Tennessee, considting 
o f 15 ro oms« has recently been completely renovated and the 
USA'Tias moved back into his space after approximately two 
months of remodeling* No security was furnished during 
the remodeling period, and the USA has requested his space 
be electronically checked for security of the space and 
telephones by the FBI as soon as possible* ( 

The Memphis Division requests the Scientific 
and Technical Services Division of the Engineering Section .. 
to provide proper electronic equipment and personnel to 
perform a security survey of the USA’s offices, Nashville, 
Tenn*, to comply with the USA’s request* The Memphis 
Division does not have expertise or proper electronic 
equipment to perform the task* This will also serve as a 
training exercise for Memphis technically trained personnel, 
as they will assist the Engineering Section* \ 


- Bureau 
1 - Memphis 
DLK:plc 
(3) 


mo?- 



— J 




*)»'*} 




Approved: 




1977 


.M Per 



GPO i 1975 O - 590-992 




12/30/76 






/ 


d 


SAC^ VjmphlB (66-270) 
l /' Director, FBI (62-97308) 

o 

rac^ICAL §E£32SSE£JESSlS 
USA'S OFFICE 
HASHVILLE, lEHNESSEE 


jSsurairtel 12/6/76 requesting a security survey 
of 0SA*s Offices in tTashvllie which were recently 
renovated. 


The Scientific and Technical Services Division 
will provide equipment and manpower to eon^lete a 
technical security survey of space and to provide 
training for technically trained personnel assigned 
to M&mphls. Arangements x^^iH be made hy telephone 
for a mutually agreeahle date for the survey which 
will take approsiiiaately tliree days to coc^Iete, 


NOTE: The STSD has performed similar surveys for elements 
of DOJ in the past. Due to the number of rooms to be 
checked, two persons from STSD will be required. 


1 - Mr. Cochran 

1 - 1 ~ I 

1 - Mr. Vervem 
1 - Mr. Breidenfeld 

JHB: 
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airtel 






January 1^, 1977 


To: SAC, Memphis (66-270) 

From: Director, FBI (62-97300) 

TECflHI 0AI.^CggITy SDBVEXS 

trsA*s office" -- 

!IASETII,I.E, tEHHESSEE 

ReurAirtel, 12/6/76 and Bulet, 12/30/76. 

Personnel from the Scientific ^d Technical 
Services Division will arrive in Nashville on 1/24/77 to 
assist your technically trained personnel in the security 
survey of the VSA^s office^. 

Your office should male lodgin ^r arrangements for 
two during the week of 1/24/77, BA I [ of your Nashville 
RA will he telephonically advised of airline schedule. 




MOTE: Original returned to file-- 

E>:t Ar;c::/a. 

1 - Mr. Long C ■ ' jf MmafT T',’. 

1 - Mr, Cochran ) r ’ f AB.uIZ: 

, " I t Bop, /if} Inv.. 

1 - Mr. Verven i 

1 - I.. 1 

■J0D:%W* .■■W-*-'-' 

(7) 
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. DIjTlECTOR, FBI 

Attn: Scientific and Technical 


Attn: Scientific and Technical date: 1/14/77 

Services Division; Engeineering Section y/ y 


FROM j^SAC, CHICAGO (66-313) 

r ‘ 

SUBjECTr^rECimiCAL SECURITY SURVEY 
CHICAGO DIVISION 


/' 


The Chicago Division is in the process of 
obtaining additional space in the Federal Building. It 
is requested the Scientific and Technical Services 
Division furnish equipment and personnel to do a com¬ 
plete technical survey of the nov/ space. It is contem¬ 
plated the space v;ill be readv for occupancy in February, 
1977 . * -— 

Exact dates for moving v;ill be correlated vjith 
the Engineering Section telcphonically. 



Ti Bureau 

1 - Chicago 


PHK/ham 

(3) 
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Assoc. Dll’. __ 

Dep. AD AHtw- 

Dep. AD Inv._ 

Asst. Dir.: 

Adm. Serv. 

Ext. Affairs . 

Pin. & Pcrs.- 

Gen. Inv.- 

Ident. —. — 

Inteli._ 

Legal Conn. -- 

Speo(/nv/ tL- 

TraKiing * - 

Telephone Em. ^ 
Director’s Sec’y_ 


ATTN: SCIENTIFIC AND TECHNICAL' SERVICES DIVISION 

U.S. ATTORNEY, SDT, REQUEST FOR TELEPHONE SWEEP FOR I 

PERSONAL OFFICE. 

RE SAC, HOUSTON TEL CALL TO DEP AD ADAMS, JAN. 31, 

1977, AND FBIHQ SUPV. MIDDL^ON’S TEL CALL TO SAC, HOUST'&N--- 

THIS DATE. -'VtV ^ Ci."-' FEB.S.1977 


b7C 

b7D 


IN THE LATE AFTERNOON OF JAN. 31, 1977, USA EDWARD.*!f» *««» 
MC DONOUGH, JR., SDT, CAME TO MY OFFICE TO ADVISE THAT HE HAD 


BEEN CALLED RECENTLY BY 


(PH), 



HOUSTON, TEXAS, AND REQUESTED TO MEET WITH 


OUTSIDE OF THE USA'S OFFICE. MR. MC DONOUGH STATED 


THIS WAS HIGHLY UNUSUAL AND HE HAD NEVER HAD SUCH A MEETING 




BEFORE, BUT 


ADVISED HIM HE HAD REASON TO BELIEVE THE 


WO 


, !) :i877 


tr 


\ 



i 




PAGE TWO HO 80-184 E F T 0 

USA'S PERSONAL OFFICE HAD BEEN COMPROMISED AND HE DID NOT 
WANT TO TALK TO HIM THERE OR ON THE TELEPHONE ABOUT THIS 
MATTER. MC DONOUGH STATED HE, THEREFORE, MET WITH 
AND 


AT WHICH TIME THEY TOLD 
HIM THAT A SOURCE OF THEIRS HAD INDICATED THAT I I 



MR. MC DONOUGH 

EXPLAINED THAT 





MC DONOUGH STATED HE HAD NO AD- 



DITIONAL INFORMATION TO FURNISH OTHER THAN [ 


]and 


WOULD NOT DIVULGE THEIR ORIGINAL SOURCE IN THIS 


MATTER. MC DONOUGH STATED HE HAD TALKED TO AAG TH0RNBER6 
AT THE DEPT. OF JUSTICE AND ADVISED HIM OF THIS MATTER, 

AND MR. THORNBERG HAD REFERRED HIM TO | | lN THE 

IOC SECTION OF THE DEPARTMENT. 

MR. MC DONOUGH INQUIRED AS TO HOW HE SHOaD'PROCEED 
WITH THIS MATTER AND I SUGGESTED TO HIM THAT INASMUCH AS HE 
HAD ALREADY ADVISED THE DEPARTMENT, THEY ONLY HAVE TO CONTACT 
FBI<’Q WITH A REQUEST THAT THE SWEEP BE DONE AND I FELT THAT 
FAVORABLE CONSIDERATION WOaD BE GIVEN TO THE REQUEST IF 


b6 

b7C 

b7D 






PAGE THREE HO S0-184 E F T 0 

THE DEPARTMENT APPROVED. MR. MC DONOUqH SAID THAT HE 
WOULD DO THIS AND I REQUESTED THAT HE, OF COURSE, CONTINUE 
TO CONTROL THE ABOVE INFORMATION ON A NEED TO KNOW BASIS. 

AS THE BUREAU WILL RECALL, WE CONDUCTED A CHECK OF SOME 
OF THE OFFICE TELEPHONES IN THE USA'S OFFICE, AS WELL AS SOME 
OF HIS PERSONNEL'S HOME TELEPHONES IN APPROXIMAELY JULY, 

1975, AND FOUND THEY WERE CLEAN. 

SAC HOUSTON RECOMMENDS IN VIEW OF OUR PAST EXPERIENCE 
WITH THE PRESENT USA, AS WELL AS THE FORMER USA IN THIS 
DISTRICT, THAT THE SWEEP OF THE USA’S PERSONAL OFFICE BE 
CONDUCTED, HOWEVER, NOT BY A SOUND MAH PRESENTLY ASSIGNED 
TO THE HOUSTON DIVISION. I WOULD RECOMMEND THAT IN THE 
EVENT A QUALIFIED FBIHQ EXPERT IS NOT AVA ILABLE THAT THE 
BEST QUALIFIED EXPERT IN A NEARBY FIELD OFFICE BE SENT TO 
HOUSTON AS EXPEDITIOUSLY AS POSSIBLE SO THAT THE REQUESTED 
SWEEP CAN BE CONDUCTED. 

BT 
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SAC, Chicago {66-313) 


1/27/77 


Director, FBI (62-97308) 



‘Technical SEcuRiiry &nmm 
CHICAGO DIVISION 


Reurlet dated X/XA/11 captioned as above, 
requesting a security check of newly acquired office 
space in the Chicago Division* 

Scientific and ^Technical Services Division 
(STSD) will provide eguijanent and manpower for a 
technical security survey when the Chicago Office has 
occupied the new space, S^I?SD will also provide counter 
measures training for the technically trained agents 
assigned to the Chicago Office during the period the 
team is in Chicago* 

Exact dates of move and survey will be coor¬ 
dinated by telephone. 


Note: The STSD has in the past assisted field offices in 
the initial countermeasures survey of newly acquired space 
and at the same time offered training in the use of counter¬ 
measures equipment to the technically trained agents assigned 
to the office. It is anticipated that three trained persons 
will be needed to handle this assignment. 
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FM DIRECTOR (62-97308) 

TO HOUSTON (80-184) ROUTINE 
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1-Mr; Adams 
1-Mr. Long 
1 -Mr« Cochran 
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1-Mr. Breidenfeld 
1-Mr. Verven 
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U*S. ATTORNEY, SDT, REQUEST FOR ^TELEPHONE SWEEP OF OFFICE 
RBURTT FEBRUARY 1, 1977, REQUESTING FBIHQ ASSISTANCE 
IN CAPTIONED MATTER. 

SA JERRY Ho BREIDENFELD AND 


OF 


THE SCIENTIFIC AND TECHNICAL SERVICES DIVISION WILL ARRIVE 
IN HOUSTON ON FEBRUARY 8, 1977 AT 12;53 P.M. VIA EASTERN 
AIRLINES PLTo 559 TO CONDUCT A SECURITY SWEEP OF THE OFFICE 
OF USA EDWARD B, MCDONCpGH, JR. 


0 


BT 







^ 1 
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7 F£B 9 1377 


Note: Referenced teletype states USA McDonoi; ^c]lLj;ias.J 3 £en...^ / 
advised by radio station reporter that reporter’s source 
indicated "bug" has been’placed in McDonough’s office. 

Above travel coo rdinated with Hous ton SAC R.R. Franck and 
FBIHQ Unit Chief^ 
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5?he Attorney General 


-b6 ^ 

hlC 

1-Mr, Cochran 

1-Mr.. Davis/Breiden" 
feld 

1-Mr. 


Fetrua^ 1077 


/ 


Director^ FBI 


[ 


IBCUEITY S0HVEX 

OFFICE OF 3fHE imomEY GEmmSs 


In accordance witli the regnest of your officer 
Special Agents of the Federal Bureau of Investigation 
on 2/16/77 conducted a microphone and telephone se<mrity 
survey of your office^ library^ conf erence room# and 
the offi ces of| land 


Ihe physical search was limited to the moat 
likely places a listening device would he hidden and 
was made without defacing walls and furniture*, Ihe 
survey included a check of all telephone instruments* 

Bo evidence of eavesdropping or tampering 
was detected at the time of the survey# 

In addition# a physical survey was made con¬ 
cerning locks and alarms in your office. Ihe results 
of this survey are being coordinated with! 

OPD Security Office. 
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January 115, 1977 


To; SAC, San Juan (66-50 SUB A) 
Director, FBI (62-97306) 


ECURITX SUEYEX 
SAN 5HAK DIVISION 


1/11/Y7. 


Reur5T 7/30/76. BuTT 7/23/76 aad SJ TelCaX, 



f 

1 

1 


1* 

K 


i 


oo 


< 

trH 

j, 


2: 

<c 

V 


Personnel from the Scientific and Tecimlcal 
Services Division will arr lYe in San Juan 1/26/77 to - 
assist SA I I of your office In the security 

survey of your orrice, 

SA I I will be telephonically advised of 

airline schedule when exact arrival time has been determined* 
A survey team will depart for San Juan from Nashville, 
Tennessee on 1/26/77 after completion of a security 
survey there, lodging arrangements fo"? two should be , 
made for approximately four days. 


NOTE: Reference San Juan TT requested Engineering Section 
to assist with a security survey of new office space. This 
was delayed until all equipment and office furniture are 
in place. 
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2/U/77 


GOUNTERI'IEASURES S^ffiEP 
LANSDALE RA 
PHILADELPHIA DIVISION 
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- Vir, 

~ Mr. 

1 - Mr. 

1 - rir. Frank 

1 \ 


Fehl 

Gallagher b 6 
Leavitt b7C 
Cochran 


1 - Mr. Verven 



Reference is made to a phone call 2/11/77 

J Technical Coordinator, 


from SA F 

Philadelphia Office to the Engineering Section, Scien¬ 
tific and Technical Services Division. 
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advised that they received infor¬ 
mation from a pniia'delphia informant that the Lansdale 
RA was either penetrated by a microphone or was being 
wiretapped. He stated information from their source 
furnished some details regarding activity in the RA 
which tended to substantiate the allegation. This 
information was not sufficient however to pinpoint^ 
whether it was a microphone or telephone interception. He 
stated that his SAC requested he contact Headquarters 
and request assistance in conducting a sweep of the FA 
on Monday, February 14. RA personnel have been ^alerted ^ 
to this situation in a non-alerting manner, if in fact the 
RA is compromised. The Scientific and Technical Services 
Division is sending t^^o agents to Philadelphia on 2/14/77 
to assist Philadelphia in this sweep. Philadelphia has 
requested that no teletypes be sent to Philadelphia inasmuch 
as the matter is being held c^ys^ely within tbn 
office. This response was 
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LMTSDALE RESIDENT? AGENCY 
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On 2/14/77 Bur eau Supervisors Jerry Breiden- 
feld and I ■ 1°^ the Scientific and ^Technical 

Services Division met with your technically trained agents 
and performed a security survey at the Lansdale RA* 

None of the chechs revealed evidence of any 
tampering with telephones, clandestine transmitters, or 
listening devices in RA space* 

It was noted during the physical search that 
certain security problems do exists These problems were 
discussed with your technically trained agents^ 
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To delineate thosQ^cir cum stances under wb will/wtfer _ _ 

conduct countermeasures security checks of government space for the purpose ; 
of attempting to determine whether or not telephone lines and such space may rlj/ 
have been compromised by eavesdropping devices, ^ *' 

SYNOPSIS: 


A request has been received by the Office of the Secretary, Department 
of Health, Education, and Welfare (HEW), for a security check to be performed 
at Secretary Mathews* office and the office of Under Secretary Marjorie Lynch, 

It is felt we should comply with this request as we have responded favorably in the 
past to similar requests based on our responsibility for the protection of national 
security interests. Proposed guidelines concerning future security checks of 
government space are being set forth for the handling of requests of this nature. 
Letter to the Attorney General advising of our procedure is attached. 

CURRENT BUREAU POLICY : 

In the past, requests for such checks received from various members of 
the Executive, Legislative, and Judicial branches have been complied with upon 
the approval of the Associate Director. 

■ ■' * 


Enclosure 
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Memorandum J. Cochran, Jr. to Mr. McDermott 
RE: COUNTERMEASURES SECURITY CHECKS 
CONDUCTED BY THE FBI 


RECOMMENDATIONS : 

(1) If the procedure set forth is acceptable, checks will be handled 
on the authority of the Assistant Director of the Laboratory Division with 
appropriate written records being made in Bufiles to record each counter¬ 
measures security check conducted, ^e details relating to same, as well 

as the fact the requester has been advised, in writing, the check was conducted 
because of national security or sensitivity considerations, together with the 
results. We do not receive a large number of these requests so no impact 
on our resources is anticipated. 

APPROVED^igi^ A Ext. Affairs. 

Assoc. Fin. & Pers- 

Dep. AD Gen, inv. 

Dep, AD l,»y. Ident.. 

Asst. Dir.t Inspection.. 

^ Adirp Serv__ Intell..,.- 

(2) Attached for approval is a letter to the Attorney General advising 
him of our current practice concerning security checks and affording him an 
opportunity to comment. 



L aborato ry 
LopTCour 

Plan. & Eval.. 

Rcc. Mgmt_ 

Spec. Inv._ 

Training__ 



DETAILS: 


APPR0VEO:p,> Ext. Affairs- 

Asscc. Dlr..&^:^^^ Fin. & Pers... 

Dep. AD Adm- Gsn. Inv.— 

Dep. AO Inv._ Ident.. 

Asst. Dir.: Inspection- 




L aborat ory^ 

Legal Cour 

Plan. & Eval.... 

Rec. Mgmt- 

Spec, Inv.__ 


From time to time in the past, the Laboratory has received requests 
from various offices within the Executive, Legislative, and Judicial branches 
to conduct countermeasures checks (security checks) of specified government 
space, including telephone lines, for the purpose of determining whether or 
not the security of these areas or communications facilities has been compromised 
by the placement of such things as microphones, telephone taps, and the like. 
Traditionally, because of our responsibility for the protection of national security 
interests, we have responded favorably upon the authority of the Associate 
Director's office. 
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Memorandum J, Cochran, Jr, to Mr. McDermott 
RE: COUNTERMEASURES SECURITY CHECKS 
CONDUCTED BY THE FBI 


Currently we are in receipt of a request from the Office of the 
Secretary, HEW, for such a check to include Secretary Mathews* office, 
as well as that of Under Secretary Marjorie Lynch, While it is understood 
there is little, if anything, of a true national security interest going on in 
HEW, the fact that the Secretary, and in his absence the Under Secretary, 
participate in cabinet-level deliberations which conceivably could involve 
national security considerations, itis felt we should comply with this request. 

It is pointed out that, with the exception of some limited capability in 
this area possessed by Secret Service, there really is no other agency within 
the Executive branch equipped to conduct such checks. To be sure, the CIA 
is more than capable of handling these requests; however, they have in the 
past refused to do so on the basis that their charter does not specifically permit 
such responses. As a result of this refusal, numerous requests in the past 
years have been referred to us and we have complied with same. Over the 
past three years, I am not familiar with a single request that we have turned 
down. 


It is proposed that when requested in writing we provide security checks 
for government office space for anyone at the cabinet level in the Executive 
branch, as well as any other area wherein there is a clear statement showing 
that the material handled within that area impacts on national security, or is of 
such a sensitive nature as to warrant these protective measures. Further, with 
regard to the Legislative and Judicial branches, we conduct such checks as are 
requested by judges or members of the legislature, with checks being extended 
to members of their staffs where specifically requested by the judge, senator, 
or congressman. In the acceptance of these requests, it will be made clear 
to the requester that such checks are being conducted because it is the FBI*s 
understanding that activities within the areas to be checked involve those matters 
directly affecting national security or are highly sensitive. 



V T 


ALL ikformatt::n 
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DJklE 06-15-2011 60324 uc bfi^“/3ab/ls< 


1?he Attoraey Oaier^ 


Director, m 
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mmVCIED BY THE f BI, 


1 - Mr, Held 
1 - Mr. Adams 
1 - Mr. McDermott 

S^teiberSO, 10^0 

1 ^ Mr, Leavitt . 

1 - Mr, Cochran 
1 - Mr. Kelieher 
1-1-1 ^7 


The jpsirpose of thisr commtiaica^oa Is to acMee you of the 
coxxmt practice bdng followed by Ms Bttr^o ia the condact of 
cGunterm^sores aecurity chocks re(|pesled by various members 
of the Executive, L^^l^ve, aad^udicMbrautiies of the federal 
Government. 

' From time to time l?e receive reqpiesta from various oHices 
v^ithin tbe govermnaat to emiduct ccimtemeasuros security cheeks 
of Specified govermm^t space, Includtog td^hDae linei^ lor the 
purpose of determining v?hethmf or not the security of these areas or 
communications ^cOI&es Ms hsm compromised by the placem^t of 
such thbiga as conc^ied microphones, tdc^cme taps, smd the like. 
“Tladitionaily, because of our respansibilliy for the pjotecUcm of national 
s&OTity interests, vehave re^waded ^vorably to these reqiuests which 
we insist be submi^ed to us In writing. 

s I it is pointed out Mt there r^y is no other agency who can, I 

or will, respond to such retaesta. CertaMy, the CIA is more Sma 
cipabie of performing this missicm;; however, they have in the past 
r&sed to do so on the basis that th^r charter does nc^ specificaliy 
- piriait such activity • As a result of ihms refiisals, numerous re<iuests 


as me absence of i^ecmc mstrucaons to me contrary, we wui 
Assoc. to provide these security checisas of Federal Govemm^t c^ce 

I7p. (s^ce, for findiidduals at the cabinet lev4 in the EJtecatlTe branch, as 
Asst. as any other^area in that branch wher^ thmre is a dear 

E^xt A»oI;^wing that the material hanfied within that area of ctmcem impact® 


Con. Inv..... , ■■ 
(dent. - 
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LoKorolo^ . \y .— 

Logo I Aun. 

PloSTr-fif^vq)...— 
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Spec, Inv. 
Training .^^_ 
Telephone Rtn, __ 
Director Sec’y_ 
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NOTE: See cover memo J. Cochran, Jr. to Mr. McDermott 

dated 9/28/76 entitled "Countermeasures Security Chige^s"’"' 
Conducted by the FBI." , « / 

..Li, SfsL 
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Dir.tt., s.c’y MAIL ROOM d] TELETYPE UNIT □ 
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Trainin’!—___ 






The Attorney General 


on national securify or is of such a sensitive nature as to warrant 
^ese protective measures* ITurther, with regard to the Legislative 
and Judicial branches, we v;ill continue to conduct such checks as 
are requested by judges or members of the legislature, With checks 
being ejdended to members of their staffs where specifically requested 
by the judge, s^tor» or congressman. Upon completion of each 
request, we will confirm the results of the check, in writing, to the 
head of the agency for whom die check was made, as wdl as confirming 
to that agency tlm.t such checks were conducted because it was die FBI^s 
understanding activities within die areas checked involved those matters 
directly aiKecting national security or were of a hl^y sensitive nature. 


I The B^iy Attorn^ G-aieral 
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Directory Offico of inspections 
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Dear 
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rj f 
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Keferenoe yonr letter dated March 9/ 1977# 
requesting a technical survey of certain areas of your 
building where classified information and other highly 
sensitive matters are discussed* 

Representatives of the Scientific and technical 
SesrviCQS Division will conduct the survey as requested* 
Arrangements will he made telaphonically for the survey 
to he conducted in the near future* 

Sincerely yours# 

Jay Cochran# ^ ^ '* 

Assistant Director wl* ■ 

Scientific and Technical 
Services Division igo APK 5 1977 ^ 
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Defense Attorney 


Details/Unusual or Interesting Circumstances: 




not 
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‘ p> 


FROM 


UNITED STATES GOVERNMENT 

Memorandum 

Section Chief 

C-G-T Section^ ^ . j 


Section Chief 
C-G-T Section^ ^ 


subject: 


01 Examiner-/s 
Symbol/s 
20 Man Workdays 

05 Date/s 
77 Testified 


J o ■' 

-1_ 

^ I _ 

\ 

□ Yes •* □ Yes 

□ No 1 □ No 


, 79 Reason: 01. Guilty Plea 

02. Case Continued 
03. Case Dismissed 
* 04, Stipulation 

77 Miscellaneous Commitments: (MC) 

-^7^Reason: 01, Leeture/Training (Others) 
02. Training (Self) 

03. Speech 

04. Pretrial Conference 

Results of Trial_ 

Prosecuting Attorney_ 


(Type or hand print,) 


DATE: 

COMMITMENT REPORT 

Section ^ 


Dep. AD Adm. 
Dep. AD lnv,_ 
Asst. Dir.; 

Adm. S«rv. _ 
Ext. Affairs_ 
Fin. & Pers. . 
Gon. Inv. 
Idcnt. —— 
Inspection „ 

Intoll._ 

Loborotory _ 
Legal Coun.— 
Plan. & Evol. 
Ree. Mgnt.— 

Spec. Inv- 

Training _ 

Telephone Rm. 
Director Soc'y . 


I aYes 

1 nNo 


I Q Yes 

1 nNo 


25 File # C P,~‘f'^So'S 

35 Court/Agency_ 

1) Si Tn X _ 

50 City & State _Vj_AS(4 . h kC . 


05. Testimony Not Needed 

06. Mistrial 

07, __ 


05, Field Examination of Evidence 
0^ Research/Data Acquisition 

RST Investigative Support 
09. Communication Support 


Defense Attorney 


Details/Unusual or Interesting Circumstances: 
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UNITED STATES GOVERNMENT 

Memorandum 


(Type or hand print J 


TO 


FROM 


Section Chief 
C-G-T Section 



DATE: 5/3t>/', 



D 

bject: 


?7 

COMMITMENT REPORT 

Section 


Assoc. D]r._ 

Dep. AD Adm. 
Dop. AD lnv._ 
Asst. Dir.; 

Adm. Sarv._ 

ExI. AHairs_ 

Fin. St- Pars. . 

Gan. Inv._ 

Idont. _ 

Inspection _ 

Intoll._ 


// — 

“ 0-1 Exam-iner-/s 

Symbol/s 
20 Man Workdays 

05 Date/s 
77 Testified 


Loborator/_ 

Logal Coun._ 
Plan. & Eval. 
Rac. Mgnt. — 
Spec. Inv. _ 
Training __ 
Tolopbone Rm. 
Director Sec'y 


To T 

- 1 


' 

_^ 1_ 



3fit>hy\ 



□ Yes ' 1 □ Yes 

□ No 1 □ No 

O Yes 
□ No 

□ Yes 

□ No 


25 Filft tf CX ~ ^13 of 

35 Cniirt/Agency A//V>SA 


50 City & 


79 Reason: 01. Guilty Plea 

02, Case Continued 
03. Case Dismissed 
04. Stipulation 

77 Miscellaneous Commitments: (MC) 

/7^Reason: 01. Lecture/Training (Others) 
02. Training (Self) 

03. Speech 

04. Pretrial Conference 
Results of Trial _ _ 


05. Testimony Not Needed 
06. Mistrial 

07. _:_ 


05. Field Examination of Evidence 
R^earch/Data Acquisition 

08. Investigative Support 
09. Communication Support 


Prosecuting Attorney 


Defense Attorney 


Details/Unusual or Interesting Circumstances: 







not recorded” 
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UNITED STATES GOVERNMENT 

Memorandum 

Section Chief ^j(m 
C-G-T Section r ^ 


(Type or hand print,} 


FROM 


C^u^ect: 




:: 3/5-9/77 


COMMITMENT REPORT 


Section tQ&f ^ 




Dep. AD Adm._ 

Dop. AD Inv. __ 
Asst, Dir.i 
Adm. Serv. 

Ext, Affairs__ 

Fin. & Pors. _ 

Con. 

Ident.__—- 

Ins paction _— 

Inloll. 

Labaratory_- 

Legal 

Plon. & Evat.- 

Rec. Mgnt._ 

Spec. Inv._ 

Training _ 

Tolophone Rm,_ 

Director Sec'y_ 


cc 

01 •Exarainer-/-s- 
Symbol/s 
20 Man Workdays 

05 Date/s 
77 Testified 


o Yes ' ! □ Yes 
□ No I □ No 


□ Yes 

□ No 


□ Yes 

□ No 


79 Reason: 01, Guilty Plea 

02, Case Continued 
03. Case Dismissed 
04. Stipulation 

77 Miscellaneous Commitments: (MC) 

^^Reason: 01. Lecture/Training (Others) 
02. Training (Self) 

03. Speech 

04. Pretrial Conference 

Results of Trial___ 

Prosecuting Attorney_ 


25 Filfi 

35 Court/Agency < 

lJ ^T'i 

50 City & State w 


05. Testimony Not Needed 
06. Mistrial 

07. _ 


05. Field Examination of Evidence 
Research/Data Acquisition 


*0S. Investigative Support 
09, Communication Support 


Defense Attorney 


Details/Unusual or Interesting Circumstances; 


i ^4 



NOT RiiCO-Hi-Ue' 
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UNITED STATES GOVERNMENT 

Memorandum 

Section Chief 


.. 


(Type or hand print.) 


Section Chief, 
C-G-T Section 


ion#’ 


PROM : :ffy^£s T> 

j^sject: ^ FC iTy SOR 




COMMITMENT REPORT 


Section 


_CC 

•01 Examiner/s 
Symbol/s 
20 Man Workdays 

05 Date/s 
77 Testified 


Assoc. Dir, __ 
Dop, AD Adm. 
Dop. AD lnv,_ 
Asst. Dir.; 

Adm. Sorv. _ 
Ext. Affairs — 
Fin. & Pots. . 

Gan. Inv,_ 

Ident. — 
Inspection _ 

Intoll._ 

Laboratory _ 
Legal Coen.— 
Plan, & Eval. 
Ree. Mgnl. — 

Spec. Inv._ 

Training_ 

Telephone Rm. 
Director Sec'y . 




□ Yes 

□ No 


□ Yes 

□ No 


□ Yes I nYes 

□ No 1 □ No 


25 File 

35 Court/Agency. 

-h/ASA' _ 

50 City & State kL 


’7F<?/ 




79 Reason: 01. Guilty Plea 

02, Case Continued 
03. Case Dismissed 
04. Stipulation 

77 Miscellaneous Commitments: (MC) 

79 Reason: 01. Lecture/Training (Others) 
02, Training (SelD 
03. Speech 

04. Pretrial Conference 

Results of Trial__ 

Prosecuting Attorney_ 


05. Testimony Not Needed 
06. Mistrial 

07, __ 


05. Field Examination of Evidence 
06. Research/Data Acquisition ^ 

A StScu/? 7ry 

Investigative Support 
09, Communication Support 


Defense Attorney 


Details/Unusual or Interesting Circumstances: 
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UNITED STATES GOVERNMENT 

Memorandum 


(Type or hand print,) 


Section Chief 
C-G-T Section^' 


PROM : T, 

SUBJECT ^sScutvry soKv^)^s 


, 0-1 Examiner/s 

W Symbol/s 
20 Man Workdays 

05 Date/s 
77 Testified 


^( 50 /'! 

□ Yes 

□ No 


inYes 

'□No 


79 Reason: 01, Guilty Plea 

02. Case Continued 
03. Case Dismissed 
04, Stipulation 

77 Miscellaneous Commitments: (MC) 

79 Reason: 01, Lecture/Training (Others) 
02. Training (Self) 

03. Speech 

04. Pretrial Conference 
Results of Trial __ 


I nYes 
1 ONo 


: 3/3^7/ 


DATE 


COMMITMENT REPORT 


Section 


Assoc. Dir._ 

Dop. AD Adm. 
Dep. AD lnv._ 
Asst. Dir.i 

Adm. Serv._ 

Ext. A(foir»_ 
Fin. & Pors. , 
Gon. Inv- 

Idenl._ 

Inspectton _ 

Intoll._ 

Laboratory _ 
Legal Coun._ 
Plan. & Evol. 
Roc. Mant, — 
Spec. Inv. _ 

Training _ 

Telephone Rm. 
Director Sec’y . 


25 File n 

35 Court/Agency_ 

50 City&StatR 


« DYes 
I □ No 


05, Testimony Not Needed 
06. Mistrial 

07, _ 


05. Field Examination of Evidence 
P6, Research/Data Acquisition^ 


2 ?. t'rV So 

08. Investigative'^upport 
09, Communication Support 


Prosecuting Attorney 


Defense Attorney 


Details/Unusual or Interesting Circumstances: 


WaMHM BMM IUUJLlUl.WCn UMHJIiJiiaill 

NOT RECORDED. | 
14 APR 13 1977 : 

X 
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UNITED STATES GOVERNMENT 
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OPTIONAL FOKM NO. 10 D4™lS™2i 
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UNITED STATES GOVERNMENT 

Memorandum r 

TO : Section Chief 
C-G-T Section^ 

FROM : 77 

^ect: 


iiiiiiiiiiiiiiiiHiiiiiiiiH^^^ 


(Type or hand prinU) 


DATE; 

COMMITMENT REPORT 

Section 




V7^ 1 1 I 

3H/7' 

1 1 

1 1 

1_ j 

□ Yes 

□ No 

□ Yes i nYes i O Yes 

□ No 1 nNo 1 ONo 


01 -Examiner/s 
Symbol/s 
20 Man Workdays 

05 Date/s 
77 Testified 


79 Reason: 01. Guilty Plea 

02, Case Continued 
03, Case Dismissed 
04. Stipulation 

77 Miscellaneous Commitments: (MC) 

rTO^eason: 01, Lecture/Training (Others) 

02. Training (Self) 

03. Speech 

04, Pretrial Conference 

Results of Trial _ . _ 

Prosecuting Attorney_ 

Details/Unusual or Interesting Circumstances: 


Assoc. Dir._ 

D«p. AD Adm._ 

Dep. AD Inv._ 

Asst. DIr.i 

Admin,_ 

Comp. Syst._ 

Ext. Affairs_ 

Flies & Com'._ 

Gen. Inv._ 

Ident. - 

Inspection_ 

Intell._ 

Laboraior/_ 

Legal Coun._ 

Plan. & Eval._ 

Spec. Inv._ 

Training_ 

Telephone Rm._ 

Director Sec'y_ 


25 Flip# 

35 Court/Agency_ 

OSD _ 

50 City & Statp LfA3^ 


05. Testimony Not Needed 
06, Mistrial 

07. _ 


05. Field Examination of Evidence 
Research/Data Acquisition 
S^OA/kfl-y 
08, Investigative Support 
09. Communication Support 


Defense Attorney 


APR 18' 


4^. • 


not RECORoiS' 
*4 APR 18 J977 


TT 
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jBDERia got®b«®'® 


Assistant Attorney General 
Criminal Division 

Director, FBI 
SECURITY SURVEY 


April 8, 1977 
1 - Mr. Adams 

1 “ Mr, Cochran b6 

1 I , i 

1 - Mr. Breidenfeld 
1 - Mr, Verven 


' In accordance with your oral request to Deputy 
Associate Director James Adams, Special Agents of 
the FBI completed a microphone and telephone security 
survey of your office on 3/29/77. Thi$ survey was 
conducted with the imderstanding that activities within 
the area checked involve matters directly affecting 
national security or are of a highly sensitive nature. 




No evidence of eavesdropping or tampering 
was, detected at the time of the survey. 





/ ' 


APPROVED: 

Director..^.. 
Assoc. 

Dep. AD A 
Dep. AD Inv.- 


Adm. Sew— 
Exi. . 



lotell. 





Legal CoUPi 
Plan, & Insp. ^ 
nec. 

Spo^lnv. 
Training.. 




n/' 


Assoc. Oir._ 

Dep. AD Adm., 
Dep. AD Inv'. 
Asst. Dir.: 

Adm, S,flrv._ 

Ext. Af^oir^_ 

Fin./fil Pet*. .. 
Gen. 

tdent, .— 


InspePtloA 
Inlell._! 


Laikorotory__ 

1.«gol'poun.___ 

.P(on. .5. Ev,ol._ 

Rite. Wgnl.- 

^p^e. Inv,-:— 

Training 

Telephone'R'm._ 

^^ir^tor Se^y_—_ 



APR2 51977 



FBI/DOJ 












iiiiiiiiiiiiiiiiii* 

iBilliiililliililllilliii 


1 — M-r ■ Pnoh-raT^ 
1 


1 ^ Mr, Breidenfeld 
1 - Mr, Verven 


I 


[ 


Admi nis t rafioic 

and 


n 


ivprii 8, m? 



AdminiiJ^ation diH/Lf TV \/ C 


Attentions Hr« ja3P[ies Cummings 
Mreotor 

Office of Inspections end Seourity 


Dear 


b6 

b7C 


Reference your letter dated March 9/ 1977^ 
and my letter dated March 28^ 1977/ concerning your 
request for a technical security survey* 


On March 30, 1977^ Special Agents of the 
Scientific and Technical Services Division conducted a 
technical aeonrlfcy survey of vour ogfloe and the offlees 


off 


[ 


1 The survey was conducted 


1 


With the understanding that activities within the areas 
checked involve matters directly affecting national 
security or are of a highly sensitive nature* 


U 


The physical search was limited to the most 
likely places a listening device would be hidden and was 
made without defacing walls and furniture. The survey 
included a check of all telephone instruments* 


Assoc. Dir.. 


Dep. AD Adm._ 

Dop. AD liiv._ 

Asil. Dir.: 

Adm. Serv._ 

Ext. Affa irs_ 

Fin, & Pers, ___ 

Gon. Inv,_ 

Ident._ 


Inspection 

into II._ 

Laborotory. 

Legal Coun 
Plan. & Eval.^. 

Rec. Mgnl._ 

Spec. Inv._ 

Training _ 


Ho. evidence of eavesdroppiugoor'liampering was 
j—— Sinc^ely ypurs, . 

§ day Cochran, dr, ^ 38 1377 

Assistant Director FBI 
Scientific and Tedmical 
-. - - J Services Division 




\ 


C*iSU*UUl 




GOVirrr 
(7) 


r( 


Tolo phone Rm._ 

Director Sec'y_ 



APPROVED: 


MAIL ROOM r~K TELETYPE UNIT I I 


Director.. 

Assoc. Dir. 

Dap. AD tViiiSi. 
Dep, AO Inv... 


Adm. Serv- Lenal Coun,___ 

Eiji. Affrirs. Phn. Ct ^ 

. Spec. Inv—C-. 

intell.... Training___ 


8 4 MM 2 


FBl/DOJ 


-J 


KD r- 

rb rb 
















OMIONAL fOIlM NO. 10 

MAY 1?42 EOniOM 
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UNITED STATES GOWrNMENT 

Memorandum 


Mr. Cochran 




subject: Security surveys ^ 

OFFICE AND RESIDENCE OF THE ATTORNEY GENERAL // . J 

On 2/16/77, members of the Engineering 
/ Section conducted a security survey, of the office of 

the Attorney General. On. 3/31/77, a similar survey 
was conducted of his residence. No evidence of eaves¬ 
dropping devices or tampering was detected at the time 
of these surveys. 

the Attorney General’s 

office was aavisect tnat in tne past a security survey 
was made of the Attorney General *s office every six i 
months and his residence once each year. She indicated 
that this schedule would be satisfactory in the future. 

On. 3/31/77, the Engineering Section made 
certain physical security improvements at the. Attorney 
Generates residence. The lock cylinders on the service 
entrance door and main entrance door were replaced and 
additional locks were installed on the three sliding 
glass doors to the balcony. The necessary locks and 
hardware in the amount of $43.72 were purchased locally. 
The installation of the locks was coordinated with Chief 
of Security Donald Carson, Office of Management and 
Finance, who advised that the Department would reimburse 
the Bureau for the cost of the material used, 

RECOMMENDATION ; fX"l06 IIEC-53 ^ 

None. For information. 



b6 

b7C 


date: 4/6/77 


None. J 

1 - Mr. McDermott’ 

1 - Mr. Bassett, 

1 -| 

1 - jsreiaenreld 



Al - ikt'. 
VU0V:rrr 
‘ (7)*/ .. X t- 

♦ j y 


APPROVED: ^ 

Assoc. 
bep. AD 

Dep. AD Inv. 


Adm. Serv., 
Ext. Affairs, 


A$soe. Dir._ 

Dop. AD Adm. 
Dep. AD lnv._ 
Assi. Oir.: 

Adm. Serv._ 

Ext. AHflifs_ 

Fin. & Pers. . 

Gon. Inv._ 

Ident._ 


i^bn. & Eval- 

KBC. Mgnt,_ 

Spec. tnv.- 

Training _ 

Telephone Rm. 
Director Sec'y . 


Legal Coun.____ 

Plan. & Insp- 


?Fin. & Rec. Mgt., 


Gen. Inv- L . 

I dent-22^ 

Intell—___ 


S. & T. Serv.. 


Spec. Inv-^ ^ 

b7C 


20 1077 


2 9 1977 
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GSA FPtJitt («l CFR) 101-n, 


- vJJNITED STATES GOVERNMENT 


i 


iiliiiiiiiiiiiiiiiiia 

IBiiliilliililiiiiilllliil 



TO 


FROM 


subject: 




DIRECTOR, FBI date: 3 / 30/77 

(ATTN: SCIENTIFIC & TECHNICAL SERVICES DIVISION 

ENGINEERING SECTION, St)PERVISOR| 

SAC, CLEVELAND (66-r4608) 









Engineering Section is requested to g ive 
consideration to scheduling SA I T tn any 

available openings in future Counter Measures Schools. 

SA I "L s currently Technical Coordinator in 
the Cleveland Division, having completed Specialized 
Technical Training in March, 1976. 

3 ~jBureau 
T^^Cleveland 

(1 - Personnel File Sifl[ 

HLH/clo 
(5) 


b6 

b7C 


DE4 

j 









iX) 


f.... 2 v’: 


Manama 



SOtO-llO 
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iiiiiiiiiiiiiiiiiiiiiiiii 


mlrn^ 


_ __ 7C 

- Mr. Verven \ 

- Mr. BreidenfelS' 


SAC, Cleveland (6e-'460S) 


4/28/77 


CO 

o 

0&3 


Director, F0X (62-97308) 


COUMTERi^SBAS URES TRAINING. 

SA j f 

Etiiel ft If S ^ J< 

Reurlet 3/30/77 revesting countermeasures 
training for captioned agent* 

At the present time there are no vaga nnif^a 
in the Interagency Training School. SA | name 

xfill be added to the list of future attendees and he 
will be advised when an opening occtirs* 


b6 

b7C 


tCrSll 


Assoc. Dir._ 

Dsp. AD Adm. 
Dop. AD Inv.. 
Asst. Dir.: 

Adm. Serv._ 

Ext. Affairs_ 

Fin, & Pars. . 

Gen, Inv,_ 

Ident. 

Inspection _ 

Intell._ 

Laboratory_ 

Legal Coun._ 
Plan. & Eval. 
Roe. Mgnt.— 
Spec. lnv.__ 
Trolning ■— 

Tolephone Rm. 
Direetqr.Sec'y j 





mailcds 


291977 


■ iHB:rrr f ^ 
: (7) 


. MAIL ROOM [yj TELETYPE UNIT CD 

b -Myn 











F81/DOJ 








« 




^ \ - 


xx;i3 

PRIORITY 

EFTO 

m DIRECTOR (62-97308) 
TO SAN JUAN PRIORITY 
BT d:> 

EFT 


I4AY 10, 1977 

1 - Mr. Long 
1 - Mr. Mo ore 
(Attn: 


‘ O ^ 


1 “ Mr. Cocnran 

1 - I I 

1 -- Mr. Breidenield 
1 - Mr. Verven 


]51b6 

b7C 


w 


Assoc. P‘> 

Dep. AD Ads._ 

Dcp, AD Inv._ 

Asst, Dir.: 

Adm, Sorv, ■ 

Crlm. Inv._ 

Fin. & Pers. 
IdcnI. 

Intoll. - 
Laboratory - 
Legal Coun, 
Plan. & Insp. __ 
Rcc. Mgnl. - 
Spec. Inv. — 
Toch. Sorv 8. —■ 

Trolning_ 

Public Affs. Off._ 
Telcpho^ Pi 
DiroctoC^Sr^ 


UNSUB $ ALLEGED INTERCEPTION OF C0^MUNICATI0NS FROM GOVEMOR 
OF PUERTO RICO, SAN JUAN, PUERTO RICO, TO RESIDENT 
COMMISSIONER OF PUERTO RICO, WASHINGTON, D,G,, IOC. 

REURTEL 5/9/77, REQUESTING THAT FBI HEADQUARTERS EXPERTS 
MAKE AN ELECTRONIC SI^EEP OF THE OFFICE OF PUERTO RICO 
GOVERNOR CARLOS ROHSRO BARCELO. 

REQUESTED SI-JEEP CAN BE PROVIDED ONLY IF THE MATERIAL 
HANDLED WITHIN THE AREA TO BE CHECKED ItIPACTS ON NATIONAL 
SECURITY OR IS OF SUCH A SENSITIVE NATUPvE AS TO WARRANT 
THESE PROTECTIVE I'iEASUEES. SUTEL I^^HETHER REQUEST FOR ELEC¬ 
TRONIC SWEEP l^iEETS EITHER OR BOTH OF THESE REQUIRE^^ENTS. 

BT 

NOTE; Bulet to the Attorney General dated 9/30/76 stated 
that the Bureau would provide security checks of Federal 
Government office space for individuals at the cabinet 
level in the Executive branch, as well as any other area 
in that branch wherein there is a clear statement showing 
that the material handled within that area of concern 
impacts on national security or is of such a 
nature as to warrant theae,^rotective measures^U- f / 

C^qJ , ST-108^ SO 11 1977 

-^OV:dc*^ UK 61 _ 

Based upon a positive response from San Juan, Engineering 
Section personnel will>^ispatched on 

COMMOWlCflnOPIS SECTION 



flight. 





TELETYPE UNIT 



MAY 101977 
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UNITED STATES GOVERNMENT 

Memorandum 


(Type or hand print.) 


FROM- 


Subject; 


Section Chief ^ 
C-G-T Section 

T. 

o 

S£c. lA/fJ T\ 


4f 




V 

C/:^£'C/f 


TO 

^0J.^Examiner-/s 
Symbol/s 
20 Man Workdays 

05 Date/s 
77 Testified 


crp 


Wlp7^ 

1 I Yes 
□ No 


1 □ Yes 
IqNo 


79 Reason: 01, Guilty Plea 

02, Case Continued 
03. Case Dismissed 
04. Stipulation 

77 Miscellaneous Commitments: (MC) 


I OYes 

1 nNo 


DATE; 




COMMITMENT REPORT 


Section 


□ Yes 

□ No 


Dep, AD Adm._ 

Dap. AD Inv._ 

Asst. DIr.i 

Admin. __ 

Comp., Syst._ 

Ext, Affoirs_ 

Pitas & Com. __ 
Gan. Inv. . 

Idant. 

Inspection_ 

Intel I._ 

Laboratory_ 

Logoi Coun._ 

Plan. & Evol._ 

Spec. Inv._ 

Troining_ 

Tolophona Rm._ 

Dlraetor Soc*y 


25 9 73 

35 Court/Agency j 

50 City & State UAS/dj ^ 


05. Testimony Not Needed ■ 
06. Mistrial 

07. _ 


79 Reason: 01. Lecture/Training (Others) 
02. Training (Self) 

03. Speech 

04. Pretrial Conference 
Results of Trial_ 


05. Field Examination of Evidence 
06. Research/Data Acquisition 

security 

08. Investigative Support 
09, Communication Support 


Prosecuting Attorney 


Defense Attorney 


Details/Unusual or Interesting Circumstances: 



NOT RECOR 3ED 
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UNITED STATES GOVERNMENT 

Memorandum 


(Type or hand print.) 


TO 




'subject: 


Section Chief 
C-G-T Section 


DATE: April ]3,]977 

A 






COMMITMENT REPORT 


Section Engineerin g 


b6 

b7C 


Assoc. Dir._ 

Dep. AD Adm. 
Dop. AD Inv. _ 
Asst. Dir,; 

Adm. Scrv. ^ 
ExI. A(foir$_ 
Fin. & Pcrs. . 
Gen. Inv. 
Ident. 

Inspection _ 


Security Survey^ 


Laboratory_ 

Legal Coun,_ 
Plon. & Evat. 
Rec. Mgnt. „ 
Spec, Inv, _ 

Training_ 

To to phono Rm. 
Director See'y , 


cc 

0-1 -Exam-iner-/s 
Symbol/s 
20 Man Workdays 
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BsxirXet 3/23/77 requesting countermeasures training 
for captioned a.gents* 

Captioned agents have been scheduled to attend tlie 
advanced telephone course at the Interagency Training Center 
(IIC), Washington, D. C. area, 6/6/77 to 6/17/77. Tney shouia 
report to the XIC prior to StOOMl B/^/11* 

NOTE; Bureau personnel have attended siitiilar training 

sessions. Attendance at this course will provide our technical 
personnel with valuable information and techniques in order thatj 
they may respond to security problems with complete confidence^^^ 
of having been provided adequate training. The training cost 
would consist of travel, rental of a car to get to and from 
school at Silesia, Maryland (no public transportation serves 
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New York with a , ■ _ ■ 

This particular telephone analyzer is tne type curren-exy 
employed by personnel in the Electronic Analysis Unit for 
use in a counterintelligence environment to detect the 
presence of modification to the subscriber instrument. It 
features on-line and off-line capabilities which include 
voltage'and current measurements; audio tonal sweep and /“ 
audio amplification all performed on-line. The off-line 
features include high voltage breakdown measurements, ^ 
resistance and capacitance measurements and audio ampli¬ 
fication. The output indications include digital readout, 
audio signal and vector scope display. When used alone, the 
unit can accept one wire pair rn on-line testing mode. When 
in Don-iunction with thel I the _ 
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Letter to ADIC, New York 

RE: SECURITY COUNTERMEASURES TRAINING 

b6 
b7C 

62-97308 


The Bureau has currently only two of these units 
and it is recommended a third unit be purchased and forwarded 
to the New York Office. If one of the current units in the 
Bureau were forwarded, it would leave no back up unit in 
case of a malfunction in one of the units. 



Requisition number 111033 is attached/£or the 
assistance of the Administrative Services Division. 
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Director, FBI (62^97308) 
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TECHNICAL SECURITY SURVEY 
CHICAGO DIVISION 


Reurlat 4ated 1/14/77 regaesting a. Becurity 
check of newly acquired office space and Bulet dated 
1/27/77 both captioned as above. 


On 5/2**6/77 Special Agents from the Engineering 
Section, Technical Services Division, conducted a techni¬ 
cal security stjrvcy of Chicago Office space and a confi¬ 
dential site as requested. 

No evidence of eavesdropping or tampering was 
detected at the time of the survey . 








PUERTO RICO, SAN JUAN, PUERTO RICO, TO RESIDENT COWISSIONER OF 
PUERTO RICOAN WASHINGTONAN D.C., IOC. 

REURTEL OF MAY 19, )977, REQUESTING WHETHER OR NOT REQUEST 
FOR ELECTRONIC SWEEP MEETS REQUIREMENTS AS OUTLINED IN REFERENCED 
TELETYPE, SAN JUAN HAS DETERMINED THAT THE MATERIAL HANDLED WITHIN 
THE AREA TO BE CHECKED DOES IMPACT ON NATIONAL SECURITY AND IS OF 
SUCH A SENSITIVE NATURE AS TO WARRANT SUCH PROTECTIVE MEASURES. 
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Seurtci. 5/9/77 and Bute! 5/10/77 concerning 
a request for an electronic sweep of the office of 
^—Puerto Rleo Governor Carlos Romero Earcelo. 

y 

On 5/11-13/77/ representatives of Engineer¬ 
ing Section/ Technical Services Division/ conducted a 
technical security survey of the Governor* s office/ his 
wife’s office, and their private living quarters/ as well 
as the office of the Secretaj^ of State in the Department 
of State building adjacent to the Governor * s office build¬ 
ing» 

This service was rendered with the understanding 
that the material handled within the areas checked impacts 
Aon national security or is of such a sensitive nature as 
Jto warrant these protective measures. 

No evidence of eavesdropping or tampering was 
^ detected at the time of the survey. 
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